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Introduction

This database system is designed for collection and storage of data from COMET devices.

It offers:

Filling the database with data downloaded from Monitoring systems, Dataloggers and Multiloggers
Online data collection from Web Sensors and from Monitoring systems MS6, MS55 and Multiloggers
Compression of online collected data

Backing up the database

Viewing data from the database in tabular and chart format

Print and PDF output as tables and charts as well

Output table data to CSV (MS Excel compatible format)

Viewing data from different devices at a time and their comparing on one chart

Viewing online values

Acoustic and visual signalization of alarms

Alarming via SMS texts and emails

Actually it supports these devices:

Monitoring systems: MS3+, MS4+, MS5, MS6 and MS55

Dataloggers of series: Rxxxx, Sxxxx, Lxxxx, Uxxxx and UxxxxM (Mobile Datalogger)
Dataloggers with printer: T-PRINT, T-PRINT-2, G0221, G0841 and G0241

Portable instruments COMMETER of series Dxxxx

Web Sensors of series: Txxxx, Hxxxx, P85xx, P86xx, Txxxx-CO2, Hxxxx-CO2, P2520
Wifi Sensors of serie: Wx7xx

With use of service RS485/232Utility RS$485/232 sensors and RS485/232 3™ party devices which supports Modbus
protocol

Attention:

Primary data source of measured values from Monitoring systems, dataloggers and Multiloggers are downloaded
files. Never delete original *.msx , *.mss and *.msb files!

Components of the systém:

Database server Microsoft SQL Server
Database on the database serverem

Windows services for data acquisition from devices (SOAP Server, Datalink service), service for evaluation of
alarm states (Alarm Notifier service) and services for sending warning messages (SMS Sender, Email Sender)

Program Database Manager. Serves for creating database on SQL server and for administration of whole Comet
Database system

Program Database Viewer. Serves for viewing data. It is intended for users. It is possilbe to install it on more
PCs.

Other programs, which downloads data from devices and inserts data into database (Program for monitoring
systems, Program for dataloggers, Comet Vision)
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1 Preparation Comet Database system

You have to decide on the way of installation before preparing the system:

New installation
There was never installed Comet Database
system on the computer

Automatic installation RECOMMENDED

Microsoft SQL Server 2014 Express (free edition)
will be installed.
Continue with chapter:

1.1. How to automatically prepare Comet Database system

Manual installation

Use this in case, when you want to use own Microsoft

SQL Server (you have purchased full version of SQL Server)
Continue with chapter:

1.2. How to manually prepare Comet Database system

Upgrade

Threre is already running older version
of Comet Database system on the computer

Automatic ugrade

Only available when previous version was installed
automatically, using Comet Database One Click Installer
Continue with chapter:

1.3. How to automatically upgrade Comet Databases

Manual upgrade

If previous version was not installed automatically,
using Comet Database One Click Installer

Continue with chapter:

1.4. How to manually upgrade Comet Database

1.1 How to automatically prepare Comet Database system

Automatic preparation of Comet Database system can be done by Comet Database One Click Installer.

The installer will install and prepare SQL Server Express 2014 (free edition with 10GB limit on database). If this is
not sufficient for you, i.e. you have purchased full version of SQL Server (version 2008 and higher), then you have
to prepare the system manualy: 1.2 How to manually prepare Comet Database system.

Automatic preparation of Comet Database system

1) Download Comet Database One Click Installer from:

https://www.cometsystem.com/products/comet-database/reg-cdb#tab_download

2) Run downloaded installer. Wait until the program will extract all requested files to temporary folder and then

choose language.

3) Choose the choice Automatic installation after the installer is open. Because the preparation creates 4 SQL Server
accounts, their passwords will be generated automatically. If you want to create these passwords on your own,
then choose second choice Automatic installation (you will be asked for entering passwords).



https://www.cometsystem.com/products/comet-database/reg-cdb#tab_download

Comet Database One Click Installer

Welcome

® Automatic installation

Passwards for SOL Server administrator, read/write and read-only account will be generated
automatically. They will be displayed on finall page.

) Automatic installation (you will be asked for entering passwords)

The same as first choice, but you will be sble to think out your passwords.

_) Manual

If you want to run standard installer of SQL Server, Comet Database or Database Viewer use this choice.
This chaice daesn't run installation wizard.

4) Click the button next to start installation. If you chose automatic installation with entering passwords, you will
be asked for entering passwords on next page and then start installation with button Start. Installation may take
several minutes. You can watch which part is currently in progress (highlighted in bold) on left panel.

5) Final page will be displayed after installation. Here, you can see, if Comet Database system was successfully
prepared:

Comet Database One Click Installer

Comet Database One Click Installer - final page

Passwords

Prerequisities @ Congratulations, Comet Database was installed successfully

Install SQL Server

Eromimamaos Installer generated report CometDatabaseOneClickinstallerReport 201603 17_13-04-44.pdf and saved
it into Documents\Comet Database folder.

Install DB Manager, DB

Viewer Full path:

C:\Users\jpastarek\Documents\Comet Database

Configure services N
‘CometDatabaseOneClickinstallerReport_2016_03_17_13-04-44.pdf

Firewall rules

Open containing folder | | Generate report ta new file

Final

Also, you can see the location of PDF report about installation, which was generated by the installer. Print this
document, alternatively store it on save place! It includes passwords for SQL Server accounts. If you lose them,
it wouldn’t be possible to work with database in the future (upgrade database, reconfigure services, connect
another Database Viewer, etc.).

6) On the first page of PDF report, you can read about how SQL Server was set up, information about created
accounts and their passwords and settings of listening ports of services.

Here are links to next pages, where are concrete examples how to configure Web Sensors and Multilogger for
sending data into database.

Other links redirects to pages with concrete examples about database connection parameters configuration in
programs Database Manager, Database Viewer, Program for monitoring systems and Program for dataloggers.

1.2 How to manually prepare Comet Database system

Following steps will guide you through the preparation of system Comet Database. Each steps shortly describes
what to do and references on particular chapters, where the theme is explained in detail.



D)

2)

3)

4)

5)

6)

7)

8)

Install Microsoft SQL server.
Described in chapter 11.5 Installation of Microsoft SQL Server for use with Comet Databases

Install the program Database Manager (is part of product Comet Database) on the same computer where you
have installed database server.

Described in chapter 2.1 Installation of program Database Manager
Create database on database server.
Described in chapter 2.2 Using Database Manager for creation of the database on the database server

Create two accounts in the database. One with read and one with read/write access. If you want to have ability
to add notes to data or log signing in and alarm confirmation in program Database Viewer, then create account
with restricted write as well.

Described in chapter 2.3.3.a MS SQL Server Accounts administration

Prepare SOAP Server. It serves for online data acquisition from sensors and monitoring systems MS55 and MS6.
If you don’t plan online acquisition from these devices, then you can skip this step.

Described in chapter 11.3 Preparation of SOAP Server (data entry for online data acquisition from Web Sensors,
monitoring systems MS6 and MS55, Mobile Dataloggers and Wifi Sensors)

Prepare Datalink service. This service serves for online data acquisition and autonomous periodical download of
record from Multiloggers. If you don’t plan to use Multiloggers, then you can skip this chapter.

Described in chapter 7.2.1 Preparation of Datalink service
Install the program Database Viewer. Run it and set database connection parameters.
Described in chapter 3.1 Installation of Database Viewer and 3.2 Database connection parameters settings

Prepare data acquisition into database from measuring devices. Choose from following steps according to
device type:

a) Web Sensors: Connect at least one Web sensor to the system.
Described in chapter 6.2 Sensor settings
b) Multiloggers: Connect at least one Multilogger to the system.
Described in chapter 7.2.2 Preparation of Multilogger for use with Datalink service

¢) Monitoring systems: Learn how to insert data into database. Monitoring systems MS6 and MS55 can send
measuring dat into database online (usng SOAP Server, same as in case of Web Sensors)

Described in chapters 5.2 Storing data from monitoring systems into database
d) Dataloggers: Learn how to insert data into database.

Described in chapter 4.2 Storing data from dataloggers into database
e) Wifi Sensors: Connect at least one Wifi Sensor to the system.

Described in chapter 9.2 Wifi Sensor settings

1.3 How to automatically upgrade Comet Databases

Attention:

You can use the automatic upgrade only if the Comet Database system was originally created using the
automatic installation as well. This is because the automatic upgrade expects it will find the CDBSQLSERVER
instance of SQL Server and the CometDatabase database. If it finds this, it will perform the upgrade.



If the Comet Database system was originally created manually, then the SQL Server instance and database will not
be found. (The instance and database have a name assigned by who manually installed SQL Server). The installer
will understand that this is the first installation and it will create a new instance of SQL Server 2014 Express
CDBSQLSERVER and it will configure the Comet Database system here. The unwanted result will be 2 databases:

* old database: contains history, but data collection is stopped
* new database: history does not exists, data collection continues here

So, if the Comet Database was originally created manually, you must also perform a manual upgrade - see the next
chapter: 1.4 How to manually upgrade Comet Database

We recommend to backup the database first! How to back up the database is described in chapter 2.3.3.b Backing
up and restoring. Alternatively, you can do the backup using, for example, Microsoft SQL Server Management Studio
(SSMS).

Follow steps one by one:

1) Find the pdf report about the previous installation. It should be located in the Documents\Comet Database
folder of the user who performed the installation:

Comet Database — ] x
« v > ThisPC » Documents » Comet Database ~ O Search Comet Database
@, OneDrive - Personal 2 MName Date modified Type Size
3 This PC CometDatabaseOneClicklnstallerReport_...  20.12.2019 16:23 Adobe Acrobat D... 4134 KB
is
§ 3D Objects
[ Desktop

= Documents
1 item =

You will need the passwords for the database accounts sa, reader, reader_extra and writer from the pdf report.
You can find them on the first page:

Microsoft SQL Server

Instance name: CDBSQLSERVER

Listens at TCP port: 1435

Access by instance name from localhost: 127.0.0.N\CDBSQLSERVER
Direct access using port from localhost: 127.0.0.1,1435

Database administrator account: sa

Database administrator password:

Database

Database name: CometDatabase
Readonly account: reader
Readonly account password:

Read/restricted-write account: reader_extra
Read/restricted-write account password:

Read/write account: writer

Read/write account password:

2) Download the actual Comet Database One Click Installer from: https://www.cometsystem.com/products/comet-
database/reg-cdb#tab_download. Run it and select Automatic installation with entering passwords:



https://www.cometsystem.com/products/comet-database/reg-cdb#tab_download
https://www.cometsystem.com/products/comet-database/reg-cdb#tab_download

3)

1

Welcome

) Automatic installation

Passwords for SQL Server administrator, read/write and read-only account will be generated
automatically. They will be displayed on finall page.

@ Automatic installation (you will be asked for entering passwords)

The same as first choice, but you will be able to think out your passwords.

) Manual

If you want to run standard installer of SQOL Server, Comet Database or Database Viewer use this choice.
This choice doesn't run installation wizard.

On the following page, enter the passwords for the database accounts from the original pdf report about the
automatic installation:

Passwords
{  Passwords Enter password for SQL Server system administrator account ("sa"):
—
! Prerequisities Password for "sa" account should be safe enough because "sa” account has hightest privileges on SQL

Server,

Install SQL Server If you lose this password, you will not be able to manage S0L Server and data database using Database

Create / Upgrade Manager.

database If you have previously installed SQL Senver using this installer, you must use previgusly entered password.
Install DB Manager, DB Enter password for read-only user (“reader”):

Viewer —

! Will be used by Database Viewer for viewing data only.

Eopinieses Enter password for read/restricted-write user ("reader_extra”):

Firewall rules When used in Database Viewer then it enables inserting notes and log info into database

Final Enter password for read/write user ("writer"):

Will be used be programs and services which inserts data into database.

i Click the button start for automatic preparation of Comet Database

[ Bak | [ sat | [ ouit |

The automatic installer detects the SQL Server instance CDBSQLSERVER and finds the CometDatabase database.
It updates this database, Database Manager, Database Viewer and other Comet Database services.

From now, other programs (Database Viewer on other computers, Comet Vision, Program for Dataloggers, Program
for Monitoring Systems MS) will not be able to connect to the database because the database is of newer version.
Therefore, reinstall the programs on all computers with their latest versions.

.4 How to manually upgrade Comet Database

We recommend to backup the database first! How to back up the database is described in chapter 2.3.3.b Backing
up and restoring. Alternatively, you can do the backup using, for example, Microsoft SQL Server Management Studio
(SSMS).

Follow steps one by one:

1)

If services SOAP Server, Alarm Notifier service and Datalink service are running, then stop them.
(Database Manager - Home - Stop button at every service.

In case, when the program Database Manager is already uninstalled, then it is possible to stop services in the list
of Windows services. Go to Control Panel, Administrative Tools and choose Services. Stop these services:

* Datalogger database SOAP server services



* Datalogger Database Alarm Notifier services
* Datalink Service
2) Stop all programs on all computers which are connecting to the database
* Database Viewer
* Comet Vision
* Program for Dataloggers
* Program for Monitoring Systems MS
3) Install new version of program Database Manager
Described in chapter 2.1 Installation of program Database Manager

4) Run Database Manager and connect to the database. The program will detect, that the database is of older version
and will offer tools for backing up and upgrading only. So do following;:

a) At first: Database Back up (the button Backup on the tab Backup).
b) After it: Upgrade database to new version (button Upgrade database to the latest version on the tab Upgrading.

5) The database is upgraded now. Don’t forget to start services again. Other programs (Database Viewer, Comet
Vision, Program for Dataloggers, Program for Monitoring Systems MS) will not be able to connect to the database
from this moment, because the database is of newer version. Therefore reinstall all programs on all computers
with their actual versions.



2 Using program Database Manager

Y
DLDB

The program Database Manager is the utility for managing the system Comet Database. You can read about all
functions of this program in chapter 2.3 Functions of program Database Manager.

2.1 Installation of program Database Manager

If the system Comet Database was prepared using automatic installation in Comet Database One Click Installer, then
the program Database Manager is already installed. You will find its icon on the desktop.

If you prepare Comet Database manually, read further. Program Database Manager is one component of the system
Comet Database, so it install Comet Database installer. Install the system Comet Database on the same computer where
is installed Microsoft SQL Server.

1) Download installer Comet Datbase One Click Installer from:

http://www.cometsystem.com/products/reg-cdb#downloadd

2) Run the installer, wait until requested files are extracted and welcome page is displayed. Here, choose manual
installation and click the button Next to continue:

Comet Database One Click Installer

Welcome

) Automatic installation
Passwords for SOL Server administrator, read/write and read-only account will be generated
automatically. They will be displayed on finall page.

() Automatic installation (you will be asked for entering passwords)

The same as first choice, but you will be able to think out your passwords.

® Manual
If you want to run standard installer of SQL Server, Comet Database or Database Viewer use this choice.
This choice doesn't run installation wizard.

3) Click the button Run Comet Database Installer on the following page:

10


http://www.cometsystem.com/products/reg-cdb#downloadd

Comet Database One Click Installer

Manually run installers

% Run Microsoft SQL Server 2014 Express installer

Use this when you want to manually install SQL Server.

Run Comet Database installer

Use this when you want to manually prepare Comet Database. This installer installs Database
Manager with all services and libraries needed for Comet Database server side. Optionaly, you can
install Database Viewer as well.

;

[=]
-
o
m

Run Database Viewer installer

0

Use this for installing Database Viewer only. Usefull when you installs Database Viewer on client
computers.

[=]
=4
o
o]

Back | | Cuit

2.2 Using Database Manager for creation of the database on the
database server

If the system Comet Database was prepared using automatic installation in Comet Database One Click Installer, then
the database is already created. Its name is CometDatabase. Don’t create another database, because services are
already configured for connection to the database CometDatabase.

If you prepare Comet Database manualy, continue reading this chapter.

N

PLDBE

Database
Manager

Run the program Database Manager. Login dialog will be displayed at first. Enter database connection parameters
(more info in chapter 11.2 Entering database connection parameters), but don’t choose the database at this moment.

Select SQL Server Authentication, enter sa as the User name and as the Password enter the password that you have
entered during Microsoft SQL server installation.

During installation you also added minimally one windows account into database system administrators list. If
you have executed program under this user you can also use Windows authentication mode. If you choose this, then
you will not enter User name and password.

11



Database Manager 2.4.0.0 (DB API version 13.0) Database Manager 2.4.0.0 (DB API version 13.0)

Server type: |Microsoft SOL Server 2005 [or higher) j Server type: |Microsoft SOL Server 2005 [or higher) j
Server name: |1 27.0.0.1.1435 j Server name: |1 27.0.01,1435 j
Authentication: | SOL Server Authentication j Authentication:
Uszer name: |=a
Password:  |*
Databaze: |E0metDatabase j D atabasze: |E0metD atabase j
Create database | Create database | Test |
[v Remember entered parameters for nest reuse [ Remember entered parameters for next reuse
1] 8 | Cancel | ] 8 | Cancel |

At this moment, you can use button Test to verify if you have entered correct database connection parameters. If
parameters are OK, then message Database name is not entered will be displayed. Otherwise the program will inform
you that it is unable to log in the server.

If parameters are OK, create some database name and enter it into the field Database. Use characters a..z, 0..9 only
and instead of character space use character underline ,,_"“. Remember, number can not be the first character (valid
examples: test_01, database_system,...)

Databaze: |my_database j

Click on the button Create database to execute creation process of the database. After successful creation of the
database following message will be displayed:

Information

e .
\'01 Database was succesfully created.

2.3 Functions of program Database Manager

Enter database connection parameters after running Database Manager, choose the database and press the button
OK to get to the database administration. How to enter database connection parameters is explained in chapter 11.2
Entering database connection parameters.

If the system Comet Database was prepared using automatic installation in Comet Database One Click Installer, then
always choose the database CometDatabase.

Program Database Manager serves for administrating the database, services and tools associated with the system
Comet Database. There is menu (tree structured) on the left side. Using this menu you can enter all program
functions.

The program will switch on page Home after start. At the top of this page you will find basic information about the
database: Its name, version and possible there may be a message. For example, that the database should be
updated to the new version. Furthermore, there is a quick overview of Windows services. You can quickly switch
on or off them in this overview.

2.3.1 Section Services

It includes tools for administrating Windows services of Comet Database.
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Administrations of services are similar. You'll find information about service status (running/stopped) here,
buttons for controling and configuration of the service and the log about service actions and errors.

2.3.1.a Service SOAP Server

=14 Home
PN SOAP Server
,!?' Alarrn Motifier Server
Sms Sender Server
B Ernail Sender Server
- Datalink Service

SOAP Server provides online data acquisition from devices supporting sending measured values through SOAP
protocol:

* Web Sensors — sensors with ethernet interface

* Digital Sensors — RS5485/RS232 sensors using RS485/232Utility

* analog devices connected through sensor P2520 (transducer from current loop 0-20mA)
* monitoring systems MS6, MS55

» RS5485/232 devices supporting protocol Modbus using RS485/232Utility

* Mobile Dataloggerx UxxxxM

» Wifi Sensors Wx7xx

Configuration

If the system Comet Database was prepared using automatic installation in Comet Database One Click Installer, then
the SOAP server is already configured.

Pres the button Reconfigure. Port 80 is recommended as listening TCP port, but you have to be sure, that there is no
other application using this port on the computer. Especially HTTP server like Apache or IIS use this port (port 80
is standard for HTTP). Finally remember to allow entered TCP port on firewall (explained in chapter 11.1 Allowing
TCP port on Windows firewall)!

As database account you have to use account with read/write privileges (explained in chapter 2.3.3.a MS SQL
Server Accounts administration).

Controlling the service

To start/stop the service use buttons start/stop. When you start the service you should check the SOAP server
diagnostic by clicking on the button Diagnostic.

2.3.1.b Service Alarm Notifier Server

=¥ Home

- @ SOAP Server
f Alarrn Motifier Server
Sms Sender Server
B4 Email Sender Server
- Datalink Service

Alarm Notifier Server service watches the database and analysis requirements for sending notification for the system
Alarming via SMS texts/emails.

Press the button Reconfigure to enter the configuration. Editor of configuration will be opened:
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—User account for database co on rSMS/Email Sender Services ports:
" Windows authentication  Don't farget to create readAwnite access for Local system account 5MS Sender destination TCF port: I 5000
[MT AUTHORITYSSYS TER) on ser Administration tab.
Email Sender destination TCP part: I 50002

¢ SOL Server authentication: SOL users

£ osa rDiagnostic port:

& Listening TCP port for diagnostic: I 50010

rLogs about Il operations

Password: Open falder with outgaing SHS messges logs |

Open folder with outgoing emails logs |

[~ Activate advanced settings Ok | Cancel |

It is necessary to enter the database account that the service will use for database connection. This account must
have read/write access to the database. More about database accounts you can read in chapter 2.3.3.a MS SQL
Server Accounts administration.

You can enable advanced settings by choice Activate advanced settings. It will activate:

Settings of destination TCP ports for SMS Sender and Email Sender services. This setting is necessary to change
only if default ports 50001 and 50002 are occupied by another application only. But this will force the change of
listening ports at SMS Sender and Email Sender services so that they would be identical.

Settings of TCP port for diagnostic. Again, this is necessary to change only if default port 50010 is occupied by
another application. Web diagnostic is accessible at this port.

Buttons for opening the folder with logs about sent SMS texts and emails. It is useful to view the logs in case when
solving problems. You'll find out if the service really correctly analyzed the alarm and forwarded the message to
the sending service.

2.3.1.c Service SMS Sender

Home
- SOAP Server

'fi" Alarrn Matifier Server

SMS Sender service is responsible for sending SMS texts to recipient’s cellular phone using modem. It works in the
way that it listening on TCP port (default settings of listening port is 50001) and it sends all received correct
requests to the recipient specified in the request.

Press the button Reconfigure to enter the configuration. Editor of configuration will be opened:
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SMS Sender Service configuration “
Modem connection
Port: |{e]£hirg 50001
Baud R ate: | 9600 hd
2
-
Maone
1 10
Other Modem Settings |
[~ Enter PIM [left dizabled if SIb without PIN]
B0
™ Enter SMSC [if dizabled SMSC stored in SIM will be used)
I
,—1 [smnlesioaes]
1
10
™ Activate advanced settings Ok | Cancel |

It is necessary to correctly set parameters for modem connection in section Modem connection. You must select
correct COM port to which the modem is connected (11.4 How to get information about COM ports in the
computer).

Next you must select correct communication speed. Usually the default speed of modem is 9600 bauds (eventually
115200). Also, rest of parameters (Data Bits, Parity, Stop Bits) are preset as they usually are being set as default
setting of the modem.

If the SIM card is secured by PIN code, then enable choice Enter PIN and enter the PIN code.

If there is not set Short Message Service Center in the modem, then enable the choice Enter SMSC and enter phone
number of the Center. Phone number of SMSC you can find out at your telephone company.

You can enable advanced settings by choice Activate advanced settings. It will activate:
In section Other Modem Settings:

Send Delay — minimum time delay between sending two consecutive SMS texts

Send Retry — maximum number of retries of sending if sending fails

Timeout — time limit for serial link communication

In the section Entry point configuration, there is setting of TCP port for listening. It is necessary to change it only
when default port 50001 is already occupied by another application. In this case you must set identical port in
configuration of Alarm Notifier service as well.

In the section Service overload notification, there is configuration of system for alerting in case when the service is
congested with large number of request. Because sending of one SMS text may take a few seconds, then it is
possible that the service will be congested if too many requests come in a short time. Here you can set whom to
send alerting SMS text (you can enter multiple phone number separated by a semicolon) in case that the service
accepted but still did not manage to send more than specified number of SMS texts. Moreover, it is necessary to
specify how often the warning message will be sent if the service remains congested.

The service divides requests into three priorities: Normal, High and the highest Service. You can choose from priority
Normal and High at profile configuration. The highest priority Service is used for sending maintenance messages —
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e.g. system Service overload notification or testing messages. This make sure that maintenance messages will be
handled preferentially.

In the section Debug log, you can enable debug logging of the service. Then the service will write detailed dump of
communication during its operating. But this function slows down the operation of the service. Therefore it is
advisable to turn it on only when troubleshooting.

In section Logs about successful operation, you will find buttons for opening folders with logs about successfully
received request for sending and successfully sent messages.

2.3.1.d Service Email Sender

=¥ Home

Pl &% SOAP Server

'i" Alarm Motifier Server
-- Sms Sender Server

Re¥al Email Sender Server

Email Sender service is responsible for sending emails to recipient’s mailbox using SMTP server. It works the same
way as the service SMS Sender. Default TCP port for listening is 50002.

Press the button Reconfigure to enter the configuration. Editor of configuration will be opened:

Email Sender service configuration “
Connection to SMTP
Server ’W ’750002
Part: ’—25
Uszer name: ’m
-

Pazsword: | mypassword
™ Secure connection required [(S5L) 4

[~ Use STARTTLS command

Email zettings |

Fram: |EmaiIS enderf@EmailSender |

Subject: |Emai| Sender meszage

If you want other then default texts in "From" and "'Subject”
parts of emall, then edit these.

[ Activate advanced settings Ok | Cancel |

It is needed to set parameters for connection to SMTP server in section Connection to SMTP. You can use your
company SMTP server (ask you network administrator for required values). Or you can use some of public email
provider. Picture above shows settings with use of SMTP from Google (gmail.com):

In section Email settings, you can change texts, that will be shown in warning email as items “From” and “Subject”.
You can enable advanced settings by choice Activate advanced settings. It will activate:

In section Entry point configuration, there is setting of TCP port for listening. It is necessary to change it only when
default port 50001 is already occupied by another application. In this case you must set identical port in
configuration of Alarm Notifier service as well.

In the section Debug log, you can enable debug logging of the service. Then the service will write detailed dump of
communication during its operating. But this function slows down the operation of the service. Therefore it is
advisable to turn it on only when troubleshooting.

In section Logs about successful operation, you will find buttons for opening folders with logs about successfully
received request for sending and successfully sent messages.
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2.3.1.e Datalink service

=% Home

- SOAF Server

---T Alarm Motifier Server
Sms Sender Server
-] Email Sender Server

= -*J D atalink S

Datalink service provides online data acquisition and downloading data record from the device:

* Multilogger

Datalink operates in the way that it listens until device connects to it. Datalink reads configuration from the device
after the connection is established and then Datalink reads online values and eventually downloads record
according to the configuration. So, how often the device should connect to the Datalink (= online values interval)
and interval of record downloading is configurable in the device.

Press the button Reconfigure for service configuration:

Datalink Service configuration “
Uszer t for datab cor ti Datalink ports:
" Windows authentication Dratalink listening TCP port:
Diagnostic listening TCP port: 50102
¢ SOL Server authentication: SOL users
& sa
P& uriter ’—3
50110
501599
Paszsword:
1000
Data files Folder
Folder for staring of measured data files
|C:\Users\Puinc\D ocumentshCometloggershD atalink [ Browse | ﬁ Drefault |
[ Activate advanced settings Ok | Cancel |

As database account you have to use account with read/write privileges (explained in chapter 2.3.3.a MS SQL

Server Accounts administration).

Because Datalink not only inserts downloaded record into the database, but also saves download record as data file
*.mss to disc, then you can change the folder where the files should be stored in Data files folder settings.

Change listening port and diagnostic port only if they are in a collision.

2.3.2 Section Database configuration

Here, you will find tools that relate to work with data in Comet Database. For example: device/channels properties,
online acquisition compression, settings of device filtering according to views in viewer and settings of SMS/email

alarming.

2.3.2.a Device / channels properties

Elﬁ D atabase configuration

=4 C'evice/channels properties

&) Online acquisition compress settings
-84 Uszer accounts

-4 Users and Yiews

:}Q S5 /Email Alarming
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This tool primarily allows you to rename devices and its channels. You can give user-friendly name to any
device/channel in the database. This name will be displayed everywhere in Database Viewer where device serial
number / channel technical label was displayed before.

In addition, there is SMS name in channel properties. If this name will be entered, then instead of technical label or
instead of user-friendly name it will be shown this text in warning SMS text. And this text will not include device
name. This is due to limitation of SMS text length. It is very useful to create the shortest SMS names as possible.

Another function is enabling / disabling devices and channels for viewing. For example, when you cancel
monitoring from some device and you don’t want to see this device and its values in Database Viewer, then switch
off Enabled for viewing checkbox.

The setting How to recognize online acquisition fault applies only on online monitoring via SOAP Server and Datalink
service. If the sample from the device doesn’t income exactly at given interval, it is not possible to mark this as that
online acquisition fault happened. For example, due to communication over ethernet network, it is not guaranteed,
that every sample will income exactly at given interval. Therefore, this setting defines period, which must elapse
from the time, when the sample had to income, so that the system declares that there was online acquisition fault
from given device.

For example when some sensor has sending interval 10 seconds and this settings is set to 2 drop-outs by default
then samples which came in times: 12:00:00; 12:00:10; 12:00:20 are considered to be correct logging. But when
samples came in times: 12:00:00; 12:00:14; 12:00:50 then interrupted logging will be recognized between 2" and 3™
sample. In most cases default settings is acceptable and don’t need to be changed.

It is advisable to change this setting in case when long sending intervals are used. For example, when sending
interval is 1 hour, it is advisable to set How to recognize online acquisition fault to by dealy exceding and enter 60
seconds. It means that if another sample will not arrive till 1 hour and 1 minute, then the system will evaluate this
as online acquisition fault.

You can get useful information about sensor location in the network from Last sample obtained from IP.

When the channel, whose data was are collected online, was selected, then you are able to adjust compression
configuration for current channel — select Adjust it for current channel. When you left Use default / quantity-unit
predefined selected then compression configuration will be inherited from global configuration. See 2.3.2.b Online
acquisition compression settings to read more about this topic.

e UL Binarn intput 2
JUL Binary intput 3

e OB Slarms Online acquisition compress configuration:
Bl 03380075 - regulatar (¢ Use default / quantity-unit predefined
| emperatue [°C)
JUL Relay output 1 v
JUL Relay output 2
e JUL Bimany intput 1 (™ Adjust it for current channel: 0,30000
|11 E?nar_l,l ?ntput 2 ,7300
UL Binary intput 3

OB Alarms

2.3.2.b Online acquisition compression settings

E|El D atabase configuration

= Devicedchannels properties

Orline ac

i User acoounts

------ A& Users and Yiews

g SMS/Email Alarming

This compression applies to online acquisition only. Data-loss compression would be better title, because it works
in such a way that insignificant data samples are not stored into history.

It is very useful to use this compression because it reduce amount of data stored into the database. If the
compression is enabled, then it is able to set minimal sending interval of online data in the device, without
worrying, that the database size will grow rapidly. Using of minimal sending interval (10 seconds) guarantees that
there will be the most fresh values in online data monitor (3.4 Viewing online data)
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There is compression setting, where maximum allowed deviation from analog value and maximum sample gap
must be set. If newly incoming value is inside interval of deviation from the last stored sample and if the last stored
sample is not older then maximum sample gap then this new sample will not be stored:

o
o
e max. allowed bias - 0,2°C
2 [ max. sample gap - 40 seconds ]
20,5
°
(o}
(o}
°®
20,0 |
o] o
O O @O (o} °
® o 0@
19,5
°®
12:00 12:01 12:02 12:03
—_——
time

®/0  incoming samples (10 seconds sending interval)
° value will be stored into history
o} value will be lost

Here, in configuration of online acquisition compression, you can enable / disable compression and adjust its
configuration for each quantity-unit combination separately.

Global switch for online acquisition compression: [V Compression enabled

Store values of all channel: when storage of one is needed: |~ - invalve better lnok of table format view but worse compression
- it is naot uzeable for backward compression on 'Deleting/compressing data' tab

Device types Guantity (Lnit) |z compression enabled? Analog bias Max. gap |z default? -~
i 0 0 § =
b Measuring spstem - binary data Mo 0,0000000
Wil 1B W Sensor - Temperature ['T) es 0,3000000 300 &
Tl 1B& W Sensor - Temperature [°F) ez 10,2000000 300 ¢
Wil (B W Sensor - Relative humidity (%) Tes 1,0000000 300 5
10 B W Sensor - Computed value - Absalute humidity g/ ez 0,2000000 200 =
Tl " B& W Sensor - Computed value - Specific humidity g/ ez 0,3000000 300 =
Tl (B W Sensor - Computed value - Miking proportion [g/] Yes 0,3000000 300 &
Tl 1B& W Sensor - Computed value - Specific enthalpy [k es 0.3000000 300 &
T (B4 W Senzor - Computed value - Dew point [*C) Yes 03000000 300 =
T~ (04 W Sensor - Computed value - Dew point [°F) ez 0,3000000 200 3
[ ! I Sensor - Pressure [(hPa) “es 0.3000000 300 =
Lt I Sensor - Pressure [PSI) es 0,0030000 300 &
[ ! I Sensor - Pressure (inHg) e 0.0300000 300 =
- Senzar - Prezsure [l ar) fes 0,3000000 300 =
il Sensar - Pressure [02/in”2) Tes 10,3000000 300 5
—f- Sensor - Preszure [mmHag) “es 10,3000000 300 =
Lo I Sensar - Pressure [inH20) es 0,3000000 300 &
[ ! I Sensor - Pressure (kPa) “es 0.0300000 300 = w
v Default
=
" Usger configuration:
,7

Another option there is Store values of all channels when storage of one is needed. If this option is selected, then the
behavior is as this: When any channel of the device needs to be stored according to the compression settings then
all channels of the device are stored. It involves better look of table format view but a little worse compression
level.

This feature is not applicable on backward compression with Deleting/compressing data tool on previous tab.

Example: Store values of all channels when storage of one is needed disabled:
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23
Temperature [*C)] | Relative humidity (%] | Absalute huridity [g4m™3)

Date and time

02.12.2010 14:00:31 443 o
02.12.2010 14:02:21 245 a
02.12.2010 14:02.41 a
02.12.2010 14:04:11 a 100
06.12.2010 14:06:31 444 o
08.12.2010 14:07:21 248 o
06.12.2010 14:07.41 o
02.12.2010 14:09:11 a 101
06.12.2010 14:09:51 447 g
02.12.2010 14:10:11 42 o
02.12.2010 14:10:31 47 o
06.12.2010 141221 245 o
08.12.2010 14:12:41 =

Example: Store values of all channels when storage of one is needed enabled:

08980017 - regulator
Temperature [*C] | Fielative hurmidity (%) |Absolute ity [9.m™3) |

L ate and time

10122010 15:45:74 227 B/Zno 77
10122010 15:47:45 227 370 7.8
10122010 15:47.55 227 B4 7.8
10122010 15:48:15 227 330 7.4
10122010 15:51:05 227 333g 7.3
10122010 155315 225 36 8.0
10122010 15:53:25 228 33 g 7.3
10122010 15:5345 226 360 2.0
1012.2010 15:56:55 228 400 g 8.1
10122010 16:01:55 228 401 g 8.1
10122010 16:0325 227 407 o 8.2
10122010 16:03:36 22,7 N80 8.5
10122010 16:03:46 228 4038 o 8.3

You can also set acquisition compression configuration for particular channel in the database. These settings you
will find in channel settings, see: 2.3.2.a Device / channels properties.

2.3.2.c User accounts administration

E|El D atabase configuration

= Devicedchannels properties

2 Orline acquisiion cormpress settings

e eceourts

L Uszers and Views
% SMS/Email Alaming

You can create user accounts here. There accounts serves for:

* Filtering of devices displayed when viewing data in program Database Viewer. How to create view you can read
in chapter 2.3.2.c User accounts administration.

* Logging of log-in/log-out of the user and alarm confirmation in program Database Viewer.
* Using as recipients in SMS/Email alarming (2.3.2.e SMS/Email alarming)

¢ (lick on the button Add to create user:
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Mame: IF'eter

Surname: ISmith

—Contacts (used in SMS5/Email alarming———— Loagin infarmation [used in Users and Views)

Ernail: Ipeter. srithiEemail. com Logit: Ismith

Send test email | Password: I

Confirm password: I’”1

Phone: 777123123

Send test sms |

Email and telephone number will be used in SMS/Email alarming only. You can send test message by buttons Send
test email and Send test SMS. Attention, services SMS Sender /| Email Sender must by configured correctly and
running.

Login servers for signin in program Database Viewer. The system guards the login is unique within the database.
If you will have many users in the database you can sort them into groups.
2.3.2.d Users and Views administration

EIEH D atabase configuration

e Devicedchannels properties

&) Orline acquisition compress sethings
A& User accounts

1N zers and®

You can create Views = filters on devices here. The View defines set of devices. If you assign the user into the view,
then this user will see only devices from this view. If you assign the user into more views, then this user will see
devices defined in all of these views.

You have to switch on the choice Global switch for filtering devices in DBViewer according to “Views — Users” settings to
enable filtering in program Database Viewer. If the choice is not enabled, then signing into viewer will not be
requested and anybody can see all devices in the database.

Click the button Add to create new view:

M arme: IView hame|

Devices visible by curent view Senal numbers of future devices

% ﬂ Iorder by serial nurnber vl Enter zerial number(z) of devices which may be added to

cument view in the future. It means that, when first zample

- from the device will be stored into database then the
Device device will be automatically assigned to this view.

'l 08980017 - regulator

N 10060007 - BoardMike Serial number Add zerial number |
[ 2 12960298 - COZ2 transmitter
] W 14260002 - MultiLogger Mx01 R — |
] ® 152600065 - Datalink test 3

] B 15260062 - Mulilogger 1322

<

Cancel |

Choose the device from the list, that you would like to belong to this view. If you plan to connect another device
into Comet Database, that is not in the database yet and you want the device to be added automatically to this view
after its connection, then enter its serial number to the list Serial number of future devices.
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Finally, you have to assign users to views. You can see actually assigned users to selected view in the list Binded
users. Following picture shows that user Smith is assigned to view View1:

Global switch for filtering devices in DBYiewer according to "Views - Users" settings: [ Enable fitering

Yiews Uszers and groups

igws ~ Binded users... Users...
Adminiztrator view Smith Peter [smith) Smith Peter [smith]

A B ENES)

Binded groups... Groups...

A EES,

Add ‘ Edit | Delete | “fou can add/edit/delzte users and
groups in "Users configuration”
zection,

In the same way as users you can assign groups of users to views.

Moreover, there exists special view Administrator view. You can not delete this view. If you assign user to it, then
this user will see all devices in the database.

2.3.2.e SMS/Email alarming

EEJ Databaze configuration

': Device/channels properties

g Online acquisition compress settings
& Uszer accounts
- Users and Views

SKS/Email Alarming
You can create monitoring profiles here. Monitoring profile defines which devices-channels are to be monitored
and at what moment warning SMS or email messages are to be sent.

Every monitoring profile can watch different channels, send warning in different cases and to different recipients.
For example, you can create profile that will watch raising of alarm on all channels in the database and sends
warning via email to the recipient X. Concurrently, you can have another profile created that will watch raising and
also quitting of alarm on selected channels and sends warning via SMS text to recipients in the group Y. And so on.

Creating, editing and deleting profile allows buttons New, Edit and Delete. Profile editor allows to:
* Enter the name of the profile — Name
* Select the situations in which to send notifications:

* when alarm starts — notification is sent when the alarm becomes active

* when alarms ends — notification is sent when the alarm is no longer active

» every X minutes — notification will be sent periodically every X-th minute, regardless of whether any alarm is
active or not. This option is suitable for periodical informative sending of measured data. Possibly, it is also
suitable for periodical sending of a maintaining message that informs that the system is still in operation.

* Every X minutes if alarm remains active — notification will be sent every X-th minute in case when the alarm
remains active.

* Select the method of notification — by sending email, by sending SMS text — Actions
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Increase its priority of SMS text. This is useful if you have created multiple profiles and you want to be sure, for
one particular profile, that its notifications will be served in preference by the service SMS Sender in case of

service overload.

Choose channels to be monitored

You will add/remove recipients (or whole group of recipients) to the selected profile by buttons “<”,”<<” / “>7,

ll>>ll .
Monitored profiles

Selected profile info:

Mame; test profile

Send notification: when alarm starts / when alarm ends / every 1 minuntes

Actionz: By email £ By sms

Recipients and groups

Fecipients and groups you can
add/edit/delete in "R ecipients
configuration section.

Profiles

test
infa

Edit | Delete |

*~ Binded recipients...

Recipients. ..

b

Binded groups of recipients. ..

54l

Groups of recipients. ..

GEED CLLL)

To verify that the system is functioning properly, we recommend to create the testing profile. In this testing profile
will be selected “Send notification every 1 minute” and at least one channel will be selected for monitoring.

Example:

B Edit profile

Send natification: [~ when alarm starts

I~ when alam ends

v every 1 minutes [ if alarm remaing active

Actions: v send email

v zend SMS test

5SS text zending priority:  narmal

Monitored profiles

Selected profile info:

Mame: 1 minute info
Send notification: every 1 minuntes

Actions: By email / By sms

" high

Select channels to be monitored

S 5 BN E order by geral number  »

=B W 11964451 - COZ transmitter
[ Temperature [T
/% Relative humidity (%)
O Dew pairt [°T)
[J-4 €02 (ppm]
O o2 Level 1
O CO2 Level 2
Oy 02 Level 3

Recipients and groups

Fiecipients and groups you can
add/edit/delete in "FRecipients
configuration' section.

Profiles

~ Binded recipients...

Recipients...

K2 K2 X B

Binded groups of recipients...

Groups of recipients. ..
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As you can see from the pictures, email and SMS text will be sent every 1 minute with information about channel
Temperature from the sensor with serial number 11964451 to the recipient John Smith.

This profile you can use for sending so-called maintenance message. Fix sending interval for example to 180
minutes and every 3 hour you will obtain message that will inform you that the system is still operating and
functional.

2.3.3 Section Database administration

Here, you will find tools for administration SQL Server accounts, backing up, restoring and deleting data in
database and database log.

2.3.3.a MS SQL Server Accounts administration

BB Database Administration

Backup
E& Jpgrading
'u-]]' Deleteting/comprezsing data

Databaze log

}Q Licencing info

It is advisable to create at least two accounts for database system: writer and reader and then to add them access
rights this way: writer has rights for read and write, reader has rights only for reading.

Furthermore, 3rd type of account restricted writer exists. This type of account has read only access to the database +
it has allowed to insert notes, log sign in/out and confirm alarms in program Database Viewer. For example: If you
want to have possibility to insert notes into database, then Database Viewer must be connected to the database using
this account.

The administration has two lists: SQL Server accounts on server (marked with number 1 on the picture below) and
Accounts with access to actual database (marked with number 2 on the picture below).

SOL Server accounts on server: Accounts with access to actual databage:
uzer user reader|rest.writet| wariter |global|

v v v

ﬁ ##MS_PolicyE ventProcessingLoginii !ﬁ BUILTIM Administrators v v v

JE #HMS_PolicyT 2qlE secutionLogint ﬂ MNT SERVICEMSOL Writer v v v

!ﬁ BUILTIN\&dministrators ﬂ MNT SERWICE W inmgrmt v v v

€7 NT SERYICENSOLWriter 7 NT SERVICE\MSSOL$CDESOLSERVER v v

€ NT SERVICE\Winmgnt Add read only access By | €7 NT AUTHORITYASYSTEM v v

€ NT SERVICE\MSSOLSCDESALSERVER A B e ) | 47 reader v

!ﬁ BUILTIN zers ﬁ reader_extra v v

€ NT AUTHORITY\SYSTEM Add read/write access By | 47 writer v v v

ﬁ reader

dE reader_extra 41 Deny acces from account |

ﬁ wiriter

Create databasze account | * Button "Add restricted write acoess'' adds readonly access plus special restricted write access that allows to insert notes

to data from DEViewer and allows to uze logging of logindlogout and alarm confirmation from DEYiewer into database.
Uszer with thiz type of access iz recommended to use for databagze connection configuration in DBViewer(s] uzed inside
company netwark only.

Delete selected database account |

Change pazzword |

A\

SQL Server accounts on server list displays all accounts on the database server. Below are buttons for creating new
account, deleting existing account and changing the password for existing account. Be careful that you have

selected known account (especially when deleting account or changing password) — program allows deleting and
changing password for all accounts on server (except sa account).
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The list Accounts with access to actual database displays accounts which can view or insert data into actual database.
If the account have in reader columns tick and don’t have tick in writer column then this account has rights for
viewing the database only. If the account have tick in both reader and writer column then he has rights for viewing
and also for inserting data to the database.

As it was mentioned at the beginning of this chapter, newly exists account type restricted writer. This type of
account have to have tick in column rest.writer.

You can add read-only, read/write or restricted writer access rights to any existing account in SQL Server accounts on
server list by buttons between this list: first select account in SQL Server accounts on server list and then click the
button. You can also deny access rights for account who already have some rights to the database: first select the
account in SQL Server accounts on server list and then click on the Deny access from account button.

A\

If some account in Accounts with access to actual database list has gray tick in global column then this account has
access rights globally. It means that the account has global rights for all databases on the server (e.g. account sa will
be the one for sure, because sa account has all rights to all databases, because it is database server administrator). If
another account than sa is in the list with global tick, then the only way to deny the access to the database for this
account, is to completely delete it from the database server by the button Delete selected account. Remember, you
must be sure that this account is not used in another project on SQL server!

If using Microsoft SQL Server installed with Windows authentication support only, be very careful! You must not
delete that windows account which you have added into database system administrators list during installation,
because then there will be no sysadmin account and you will not be able to administrate the database and whole
server.

2.3.3.b Backing up and restoring

B[ Database Administration
----- L& M5 SOL Server accounts

: E‘c |Uparading
'u-]]' Deleteting/compreszing data

Databaze log

------ % Licencing info

Here you will find tools for backing up and restoring the database. We recommend to backup the database every
time before special actions like: Deleting data in the database, Upgrading to newer version of Comet Database.

Function backup makes single-shot full backup of the database to *.bkp file. This type of backing up is compatible
with backing up in Microsoft SQL Server Management Studio (SSMS). That means that it is possible to restore
database from *.bkp in SSMS. It is only needed to rename file from *.bkp to *.bak.

A

Function Restore database from file restores the database from *.bkp file to actual database. Before running this
action be absolutely sure, that the database, to which you are actually connected with Database Manager, you want
to delete and replace with the database from the backup.

Further, here you will find functions Rebuild indexes and Shrink database. These functions are intended for
experienced database specialist. Normally, there is no reason to use them. The only reason, when it should be
useful to use these functions, is after huge data deleting in the database.
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2.3.3.c Upgrading

Eﬁ [ atabase Administration
L A& M5 SOL Server accaunts

'l[-“' Deleteting/compreszing data

D atabaze log

When you get newer version of Database Manager then it is possible that this version of manager supports newer
version of the database. In this case the manager will inform you in the Notice label that the database is of an older
version and that the database should be upgraded. Furthermore, there will only be Upgrading and Backup items
in the menu. Instructions on how to proceed with the upgrade you can read here 1.4 How to manually upgrade
Comet Database.

It is strictly recommended to backup the database before executing upgrade process! More info about backing up
is in chapter 2.3.3.b Backing up and restoring.

A\

Another think you have to figure out before upgrading is that after the upgrade the database will be of a newer
version than the version which is supported by programs which are in use now (Database Viewer, Comet Vision,
Program for monitoring systems, Program for dataloggers). These programs will not be able to connect to the database
until you upgrade them.

2.3.3.d Deleting / compressing data

B3 Datahase Administration
8 MS SOL Server accounts
'] Backup

A

This tool allows you to delete or compress data in the database. Be careful when using this tool, because changes
done by it are irreversible!

You can switch between two kinds of resolution:

* resolution on devices allows you to delete / compress data from selected devices (i.e. when you select process all
data, then whole device will be deleted from the database)

* resolution on channels allows you to delete / compress data only from selected channels.

To select the row click on the check box on row beginning. Under the grid there you can choose if you want to
process all data or process only data older then entered date-time. Finally use button delete to proceed deletion or button
compress to proceed compression.

If compression task was chosen, then compression will be done according to online acquisition compression
settings (See chapter: 2.3.2.b Online acquisition compression settings). But there is one exception: Option Store
values of all channels when storage of one is needed will be ignored and data will be compressed as if this option would
be disabled.

The compression only applies to channels whose data is acquired online. After compression of channels acquired
by downloading data record, their data will remain unchanged.
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2.3.3.e Database log

BB Databasze Administration
L% M5 SOL Server accounts
| Backup

It is viewer of the database log. Errors during inserting data into the database are logged here especially. If any
problem occurs then information from this table should help us to solve it.

Also, information about signing in/out in program Database Viewer is stored here. You can read about signing in/out
in chapters: 2.3.2.d Users and Views administration and 3.11 Signing in to program Database Viewer using user
accounts. Further, information about alarm confirmation from program Database Viewer is stored here.

Additionally, there is the button Export all logs. If you solved some problem with our support, you would probably
be asked for generating the log by this button and send it to us.

2.3.3.f Licencing info

You will find information about licence here. If Database Manager is not activated yet, you will find function for
doing license activation.
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3 Using program Database Viewer

The program Database Viewer serves for viewing data from the database. You can view records from the database as
tables and charts. You can print and export to PDF as tables and charts. Also, you can export table data to CSV
(useful for processing in MS Excel).

Great deal of this database system is that you can view records of any channel and any device, which are stored in
the database, all at once and compare it on one chart.

When using online data acquisition via SOAP Server (this applies to sensors and monitoring systems MS6 and
MS55) or via Datalink service (Multilogger device) then Database Viewer offers online visualization of actual values
and alarms.

3.1 Installation of Database Viewer

You can install Database Viewer on whatever computer in local network where is the computer with database server
or directly on this computer. Standalone Database Viewer installer can be downloaded here:

http://www.cometsystem.com/products/reg-DBV#downloadd

3.2 Database connection parameters settings

You have to set database connection parameters before using Database Viewer. This settings are located in program
Menu 2 Program > Connection Settings. How to enter connection parameters is described in chapter 11.2 Entering
database connection parameters. You can use the user with read-only access to the database.

If you want to have possibility to insert notes to data in database and log signing in/out and alarm confirmation,
then you have to use account with restricted write access. More about this is in chapter 2.3.3.a MS SQL Server
Accounts administration.

3.3 Viewing history data from database

This chapter describes how to view history data from database. You have to do four simple steps to obtain
requested history data view from the database:

» Switch to the tab History data from database
* Choose channels whose records you want to view
* Choose interval — time boundaries, data will be displayed within them

* Click on the button View history data from database — data will be displayed as table
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KA Database viewer 1.4.0.57 (DLDB API version: 3.1.0.0) - TRIAL till 30.6.2010.
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date and time: || 2208000 165429 2184 415 Closed 23 404"
[To <|[2z62m0 <|[16m528 = T | || =22062m0 165439 2180 ME  Closed 23 407"
— - 22062010 16:54:49 8o 41,3 Closed 22.3 411"
Selected channels info: . 22062010 16:54:59 2180 4.2 Closed 22.3 3 412"
First record: 18.06.2000 15:45:14 || 22082010 16:55:09 218n 41,1 Closed 223 411"
Last record 22062000 16:55:29 | [22.082010 16:55:19 2184 AE  Closed 223 411"
| b [ 22082010 16:55:29 218 416 Closed 2.3 411"
| View history data from database | —
loaded in: 0 min. 0 sec. (31 rows)

3.3.1 How to choose channels whose data are to be viewed

Tree view, which is marked by number 1 on previous picture, provides it. The tree of devices and their channels,

which are in the database, is displayed here after launching the viewer or clicking on the button Refresh 123 Any
channel can be added into channels which are to be viewed by enabling the field next to the channel:

o analog channel
+ BN binary channel
. B8 jlarm channel

. 'F\LJ"""E, M E online analog and binary channel. Channels, whose data are collected online via SOAP server
or Datalink service, are marked with sign “LIVE”. All channels of sensors, channels of monitoring systems MS6
and MS55 and channels of Multiloggers whose data collection is online via SOAP server will be marked this
way.

o B the channel joined from online channel and record channel

* this channel is generated automatically in case of MS6, MS55 and Multilogger when there is simultaneously
running online acquisition and filling from record (downloading from device memory and export
downloaded data to the database)

* actually, this channel is online channel and displays data obtained via online acquisition. But in case, when
online acquisition was interrupted (e.g. due to ethernet network crash), missing data are appended with data
downloaded from record.

» If it is needed to analyze channels from which joined channel originate from, then these channels are
accessible at lower level:

E-2 #1 : Coolerda] [°T)
[W1-5%E 1 : Coaolera] [°C] [online]
[¥]A\ps $1 : Coolera] [°C) [record]

Clicking on field at device level selects / unselects all channels of the device:

- On: datalogger device (eventually datalogger with printer or portable instrument COMMETER)
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- -0~ monitoring system device
« ‘O <" sensor device — P85xx ethernet thermometers
« O%— sensor device — Txxxx series (Temperature, Relative Humidity, Pressure)

« ‘008 " sensor device — Hxxxx series (Temperature, Relative Humidity, Pressure + Relay output and Binary
input)

« O'%& gensor cO2 device - Txxxx series(Temperature, Relative Humidity, CO2)
. ‘O'BA sensor CO2 device —Hxxxx series (Temperature, Relative Humidity, CO2 + Relay output)
. Ol Multilogger

3.3.2 Choosing of interval

This provides area for interval selection, which is marked by number 2 on the picture above. Use this to set time
boundaries of data to be viewed. You have two options how to choose the interval:

* by entering one date-time and selecting length of the interval. In addition, it is possible to choose whether
requested interval shall start from or end to the selected date.

* By entering two date-times as from — to boundaries

1

T or the last = sample date-time of data from

You can use additional buttons to set a date-time to the first
selected channels in Tree view.

Finally, clicking on the button View history data from database will launch the process of mining data from the
database. This can take a short time or several minutes. It depends on the amount of data which was selected (too
many channels, too wide interval). This also depends on hardware equipment. The program executes counting of
selected data before execution of mining data from the database. There are preset amount boundaries, when the
program warns and stops data mining process.

3.3.3 Displayed data

This is labeled by number 3 on the picture above. You can view data in table format here. Data are sorted
chronologically from the oldest to the newest samples within selected interval. First column of every view displays
date-time of samples. The other columns displays data of selected channels. There can be displayed red/yellow
square next to the analog or binary value, which informs that high/low alarm was on.

If alarm channel of any device is displayed then you can see that there aren’t its values in every sample. It is
because there are displayed only changes of alarms. For example, you can see alarm channel of Hxxxx sensor on
the picture below. There is only one sample in alarm channel when alarm of Temperature channel arose. Alarm
channel shows states of all alarms in device at the sample date and time.

|<None> j Vi, ¢'§ Histary data from databaze ] Online data ]
=
ﬂ i o % g Ex
O\~ Rielative hurnidity (%) A0 = | Date and time - 4 °
O~ hsolute humidity [g/m"3) Relative hurnidity 7] |Transmitter alarmsz
CI I Relay autput 1 || 22082010 164302 413
EM— gii':; ?:;E‘t‘:z || 22082010 184312 M2
O Einary input 2 - 2206200 16:43:22 412
CIJUL Binary input 3 || 22082010 15:43:40 $2"7 GERHEACY BEP 5E
- Oom Regulator slams || 22062010 16:43:49 411"
= [ W 30 ) || 22082010 154353 #2"
]\~ Temperature ['C) 22.06.2010 16:44:09 02"
[ \pem Rilative hummidity (%] — =
0\~ Dew point [°C] . 2206200 16:44:19 4.2
Om Tranemitter alams || || 22062010 16:44:29 412"®
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If monitoring is interrupted (i.e. sensor is disconnected from the network and then connected back again) then
whole row of starting sample (first sent sample after sensor reconnection) is marked by red color. See example on
the picture below.

|<N0ne> ﬂ vy wﬁ History data from database ] Online data]
=
PedoL= SO
- 21 « =
o L e w | Date and time
+-C18 - 24 Temperature [°C] |F|e|ati\-'e hurnidity (%] Fegulator alarms
S l\r» remperstae (0 ¥ | 22062010 172833 215 105
emperature | . .
o Folative humidit (%] || 22082010 172843 215 11g
O\ Dew point [°C) || 22082010 172853 215 410g
CIJUL Relay output 1 22.06.2010 17:25:03 215 11g
O Relay output 2 *22.05.2010 el 0 | EEEEEEEEE
EM— g@naw input; 22.06.2010 17:32:39 214 0.3
UL Binary input | . w oo o o O |noom
CIIUL Birmry oot 3 || 22082010 173247 214 41,405 TERHICVE PE IN3SE
OB Fogulator dlams || 22082010 173248 214 145
w18 28 || 22082010 17:32:59 214 1724
«1'8 - 29 || 22082010 17:3309 214 411g
-Vl 27 ||| 22082010 17:3319 214 406 g

To print with preview, print or export viewed data to the PDF, CSV use these buttons:

B SERE

To switch from table view to chart view use button
graphical visualization in curves:

. You will be able to view, and also print, viewed data as

ﬂ Database view

BRE2 B5FR® KB E®

#EA W 08 =
X X X X Database view
01 [~ == [ [~ Sensor A Temperalure [T) e
02w [ — "1 SensorB Temperature on ok 3
03 [ - 4 - Temperature ['C) 08
04 7T Sensor C Binary input 3 20
295
2
285
28
s
a7
Sefies bl 265 T
Property Value 2%
Line: - 255
Color [ .
Show at Legend W ves
245}---
Title
Show Marks [ Mo 241
Mark 235
23
2254---
4] Dueni
4] Closed
13:15:00 13:20:00 13:25:00 13:30:00 13:35:00

07.12.2009 07.12.2009 07.12.2008 07122009 07122009

7 i

[l orag mouse to right-bottom to zoom. To left-top to unzoom.

Click the button: @ to show statistic of currently viewed data. Information about record count, minimal, maximal
and average value on each channel will be showed. The statistic is only elementary at this moment (in case of
analog channels error values are not excluded from calculation and in case of binary channels only count of
samples is calculated). Extending of this feature is planed for the future.

3.4 Viewing online data

Database Viewer has very useful tool Online data monitor. It allows you to watch actually measured values and
alarms’ states from devices witch sends its data online to SOAP server or Datalink. These devices are P85xx, Txxxx
and Hxxxx ethernet sensors, monitoring systems MS6 and MS55 a Multilogger.
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&‘L Database viewer 1.4.0.57 (DLDB API version: 3.1.0.0) - TRIAL ill 30.6.2010.
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Click on the tab Online data to switch to this tool. If any Online device ever sent measured data to the database
system, then there will be its last values visible. Every row in the table represents last value from one channel of the
device. For example you can see values from channels of sensors named “21” and “28” on the picture above.

Note: When program is switched to Online data, then area for interval selection is hidden, because it has no use in
this mode.

Columns of the Online data table have following meanings:

Columns “ ! ” informs about any warning. Type of the warning is written in column Warning message. For
example it can be that the data aren’t fresh (it means that it’s too long from the time when the device lastly send

values), or that the channel is in alarm state.
Column Fresh displays green tick if the value is fresh. Otherwise whole row is grayed.

Columns Device and Channels display device serial number or renamed name (devices can be renamed, see
2.3.2.a Device / channels properties) and channel type.

Column Value displays lastly measured analog value or state of binary channel.

Column Alarms informs about alarm on the channel. If red rectangle higher in the cell is displayed then channel
is in high alarm state. If yellow rectangle lower in the cell is displayed then channel is in low alarm state.

Column Date of sample informs about time and date when the sample was measured. Additionally next column
Sample age shows elapsed time since date of sample to last online table refresh. Note: Online table refreshes
every 5 seconds.

If too many rows are in the table then you can use filtering. Select channels which you want to watch from Tree

i
view and switch filter button from D to v . For example, there is online table filtered on temperature channels
of both devices on the picture bellow.

LE Database viewer 1.4.0.57 (DLDB API version: ? 1.0.0) - TRIAL ill 30.6.2010.
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You can also see online chart of selected channels. This chart will be changing online as new values will income to
the system. First choose chart history length, then click Online chart button:

Use to see online chart of selected channel / channels (to select more channels use CTRL + Click on the row
in grid)
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* Use to see online chart for all channels in the grid.

: 3.1.0.0) - TRIAL till 30.6.2010.
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3.5 Presets of selected channels

vy
This tool allows you to save current selection of channels and reuse it later. Click on the button =4 to save current

selection. You will be asked for entering selection name. You're also able to export/import presets to/from file. This

v
can be useful when you want to move presets to another Database Viewer on another computer. Use button = to

open export/import manager.

KA Database viewer 1.4.0.57 (DLDB API version: 3.1.0.0) - TRIA
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3.6 Sorting of device in device-channels tree

You can choose between two options:
Sort by serial number

Devices will always be sorted by serial number in this case and also in the case when device name was renamed via
program Database Manager and serial number is not showing.This is default and only one sorting in DB API
versions older then 6.0.

Sort by name
The sorting is always by name in this case.

Sorting by name can be suitably used for organizing devices into groups. When devices are renamed with added
prefixes identifying the group (e.g. sensor location) then devices which belongs to the same group will be sorted
side by side. Ilustration:
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Note: To rename device use program Database Manager, see chapter 2.3.2.a Device / channels properties.

3.7 Showing information about online device

Information about online device will be showed by clicking with right button on the device in devices-channels
tree. These information will be showed:

* Actual IP address of the device (from what IP adress the device for the last time).

* Attention, this is valid when devices and SOAP Server/Datalink server are located in the same network only.
Otherwise mentioned IP address will point on gateway to outer network only.

* Click the button Go to WEB to show device web pages in the browser.

* In this case it must also be valid that viewer is executed on the computer located in the same network as
SOAP Server/Datalink service and devices.

* Sample rate — interval of sending measured data (configured in the device)

* Max. freshness — measured value is considered to be fresh (actual) if the time from last received sample will not
exceed specified count of seconds. Max. freshness is 2.5 multiple of sample rate. You can change this value for
every device in program Database Manager (see chapter 2.3.2.a Device / channels properties).

3.8 Acoustic and visual alerting of alarm states

Database Viewer can inform about occurred alarm state by playing sound and “blinking”. This alerting applies for
online acquisition only. Alerting will be on if at least one channel in the table of online values is in alarm state, if
instead of measured value is ERROR showd (this can happened for example when the probe is pulled out from
sensor) or in the case when measured values of any device are not current (online acquisition was interrupted, e.g.:
device was disconnected from the network.

You can choose between two alerting behavior:
Alerting is on until the user confirms current state with button “Confirm”

After the user press the button “Confirm” the alerting is off and stay off until any new alarm will occur for example
on some another channel or until some of confirmed alarms is of and on again.

If signing in of users into program Database Viewer is enabled (2.3.2.d Users and Views administration) and
Database Viewer is connected to the database using account with restricted write access (2.3.3.a MS SQL Server
Accounts administration), then information about who and when confirmed alarm will be stored into log in
database (2.3.3.e Database log).

Alerting is on throughout till any alarm occurs

The button “Confirm” is not visible in this case. This behavior can be undesirable when alarm occurs on any
channel all the time, user knows about this alarm and is not cardinal.

34



To know more about how to enable and configure acoustic and visual alerting see chapter 3.9.2 Acoustic and visual
alerting settings.

3.8.1 Problem with long-term disconnected online devices

In case when some device was sending its data into database but the device is disconnected now, then last
measured data are visible in the table of online values and are marked as not fresh (inactive — gray colored). This
situation leads to permanent activation of alarming and it can be bothering, because measured values from this
device are not interesting for the user no longer.

You can solve this by disabling the device for viewer: Run Database Manager, on the tab Device/channels properties
select demanded device and disable the choice Enalbed for viewer.

If you are sure you will not need data from this device anytime in the future, then you can delete whole device and
its data from the database: Database Manager, the tab Deleting and compressing data.

3.9 Viewer settings

You'll find it in Menu - Options - Viewer settings.

3.9.1 Time shift settings

Tab Online Acquisition, group Time shift settings.

This setting applies only to data from devices which haven’t got time generator (acquisition from these devices is
online and the SOAP service assigns the time to each incoming sample). These devices are Txxxx, Hxxxx, P85xx
sensors and online acquisition from monitoring systems MS6 and MS55.

The program automatically shifts the time to current locale but you can adjust it to manual shift towards UTC time.

3.9.2 Acoustic and visual alerting settings

Tab Online acquisition, group Alerting settings.
Alerting is activated by enabling at least one of choices Acoustic alerting and Visual alerting.

After enabling choice Acoustic alerting you must select either system sound (sounds from operating system) or
choose sound file *.wav, which is about to be played during alerting.

After enabling choice Visual alerting red rectangle with text ,>>>Alarm <<<” will be showed in upper part of
viewer during alerting. Visual alerting can be high lighten by choice Red panel is blinking. To prevent that user
will not notice that alarm occurred due to minimized viewer, enable the choice Application icon in tray is blinking.

Last choice is switching alerting behavior. Explanation of alerting behavior you can find in chapter 3.8 Acoustic
and visual alerting of alarm states.

3.9.3 Print settings

Tab Others, group Print settings.

After enabling choice Ink saving print of data in table it will be used less highlights on the background.

3.9.4 Visibility of extra columns at online data

Tab Others, group Visibility of extra columns at online data.

You can enable / disable visibility of some columns in table of online values.
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3.10 Editing notes assigned to data in database

To be able to insert notes into database, program Database viewer must be connected to the database using account
with restricted write access. If the Database Viewer will be connected using account with read only access, then it
will not be able to insert notes. About types of accounts you can read in chapter 2.3.3.a MS SQL Server Accounts

administration.

It is possible to insert notes assigned to data from displayed historical data or from chart. Attention, notes can not

be inserted from online data view.

Insert note from table

Right-click on the value to which you want to assign note and from pop-up menu choose Insert/Edit note. The cell in

table will be highlighted by blue triangle after inserting note.

8, Database viewer 3.4.1.0 (DB API version 13.0)

— o

Program Options  Help
tirne: + interval | fram time to time]
Intersal:

1 hour hd

date and time:
[To <[z e ~][iee = T L

Selected channels info:
.01 206 091042 L
23,02 2016 11:49:38

First recard:

Last record:

| “Wiew hiztory data from databaze |

History data from database l Online data ]

BoERD B

. 08980017 - regulator
¥ | Date and time

Temperature [*C] | Fielative humidity [%]

d

23,02 2016 10:43.5 225
| b | 2302 2016 ‘ID:SD:D 225
|| 2302 2016 10:50:1% 225

|| 2302 2016 10:50:25 225

loaded in: 0 min. 0 sec., (360 rows)

B5
3.0
/3
/7

>

Mote

Click on the blue triangle to view the note:

this iz note

Inzerted by Peter Smith

Insert date: 29, 2. 2016 14:40:28

Cancel

In the window, which shows the note you can also see when the note was inserted. If signing in program Database
Viewer using user accounts is enabled, then here is also displayed user name which inserted the note. About singing
in program Database Viewer you can read in chapter 3.11 Signing in to program Database Viewer using user

accounts.

Inserting note from chart

1) Create note into chart — the button annotation
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= D tabase view

BRas k@Y lhczquvsa@mlm

| Database view |

11:15:00
2302 28 bric ﬂ‘) ‘)FHR b ﬂ‘) ‘7ﬂ1R

| [ 4

2) Assign the note to data: 1. click on the button annotation pointer; 2) click on the note; 3) click on the chart line at
the place where you want to assign the note:

: : :
11:45:00 O Bz0.00 11255 O
2302 2016 2302 2016 23022018

B Position: 83,85

3.11 Signing in to program Database Viewer using user accounts

To make the program Database Viewer enforce signing in of user, the function Global switch for filtering devices must
be enabled and users, which should sign in, must be assigned to one view at least. Read more in chapters: 2.3.2.d
Users and Views administration and 2.3.2.c User accounts administration.

If mentioned function is enabled, then Database Viewer always shows sign-in dialog after its start.

Lagin: Ismith

Password: I’"""”1

Database Viewer in enabled signing in mode allows to:

* store information about who create note (3.10 Editing notes assigned to data in database)
* log into database log who and when signed in/out (2.3.3.e Database log)

* log into database log alarm confirmation (3.8 Acoustic and visual alerting of alarm states)

* filtering devices according to signed in user (3.12 Filtering devices according to user account)
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3.12 Filtering devices according to user account

Filtering devices according to users is active only if Database Viewer enforces signing in of users (3.11 Signing in to
program Database Viewer using user accounts).

After signing in to program Database Viewer, the user will see only that devices which belong to the view where is
the user placed. How to create views and users you can read here: 2.3.2.d Users and Views administration and
2.3.2.c User accounts administration.
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4 Using database system with dataloggers

S
r
2]
Datalogger

Database system supports dataloggers of series: Rxxxx, Sxxxx, Lxxxx, dataloggers with printer: T-PRINT,
T-PRINT-2, G0221, G0841 and G0241 and portable instruments COMMETER of series Dxxxx.

The program for dataloggers provides both: data insertion to the database and viewing the data. The first what is
needed is to set database connection parameters.

4.1 Database connection parameters settings in program for
dataloggers

This settings is located in program options Menu — File — Options on page Database system. How to enter
parameters is explained in chapter 11.2 Entering database connection parameters.

Data storing Datalogger database

Communication

Data presentation Server type: |MySQL Server 5.0.37 [or higher) j
MM connection

Server name: |1 92168.1.117

Port number. | 3306
User name: |wiiter
Password: |

Database: |sample_database j

Test

sgppl}l || \/DK | (m Cloze |

4.2 Storing data from dataloggers into database

You can store currently opened data in the program for dataloggers into the database by clicking on the command
in menu: Menu — File — Add current file to database. There are “opened data” in the program when they are
downloaded from the device or after opening them from *.mss file.

Second option is batch storing of data into the database from *.mss files in directory. This tool is located in: Menu —
File - Fill database from directory.
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Store data from *.mss files in folder

Folder: |2 2

v Include subfolderz [* msz files will be zearched in subfolders too)

Unproceszed filez only [fles whose data have never been inzerted inta curent datalogger database)

Done ... 4 processed succesfully / O failed /1 left / from 5 files

devices: 0 /1 records e
channels: 0/ 3 records
data: 0/ 24180 records

C:ADocuments and Settingsh)Pastorek \Dokummenty\ATAL 0ggert 039307 2042009_05_04_nol0.mes
Inserting data into databaze successfully passed.

Results: [<inserted:> / <ignored: recaords] :

devices: 041 records

channels: 0/ 3 records

data: 0/ 24180 records

...processing interupted by user:

4 processzed succesfully /0 failed / 1 left / from 5 files

| Cloze |

Drop down choosing dialog Folder and choose the directory where *.mss files, from which you want to store data
into the database, are placed. There is info window under choosing parameters where you can see how many files
has program found.

You can also enable the choice Include subfolders - then *.mss files will be searched in subdirectories of selected
directory too.

If you enable the choice Unprocessed files only then only files, which weren't processed yet, will be included into the
storing process. When any file is stored into the database then its filename with full path is stored into the database
as the source. Therefore the system is able to detect if data from the file were stored into the database or not. It is
not needed to enable this choice — system is able to detect duplicate records and forbids insertion of duplicate
records into the database. It means that if any record exists in the database (record is identified by device, channel
and time) then no new record with the same identification will be inserted.

By clicking on the button Store data storing process is executed. Above the info window you can see information
about how many files are already processed, how many files processing failed and how many files left. There are
detailed information about processing of one file in the info window.

Storing process can be interrupted by clicking on the button Interrupt. After clicking on this button processing of
current file will be finished and then storing process will stop.
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5 Using database system with monitoring systems

o
M3+

Working with database system in the program for monitoring system is similar as in the program for dataloggers.
Program also provides both functions: data insertion and data viewing. Also, the first thing to do is to set database

connection parameters.

Database system supports online data collection via SOAP Server for monitoring systems MS6 and MS55. It is
advisable for these devices to have running simultaneously online data acquisition and downloading from device
record via autodownload function in the program for monitoring systems. Hence it is guaranteed that it is possible
to watch currently measured values via database viewer and in addition to it data will be backwardly loaded to the
database from record in device in case of online acquisition drop out (online acquisition can fail for example due to
ethernet network failure).

5.1 Database connection parameters settings in program for
monitoring systems

These settings are located in program options Menu — File — Options on page Database system. How to enter
parameters is explained in chapter 11.2 Entering database connection parameters.

Program Options
Data folders and files ] Drizplay ] Dizplay alarms ] Autodownload ] Users and password

Connnection parameters

Server type: | MySEL Server 5.0.37 [or higher) j

Server name: |1 92.168.1.107

Part number:
User name:  [usr_writer
Password: |

Database: |d|db_beta j

Test

Automatic export

Iv Store data into database after download

0K | Cancel |

There is additional settings Automatic export located under the Connection parameters settings. If the Automatic
export is enabled then downloaded data will be stored into the database after downloading them from the device

-]
g
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5.2 Storing data from monitoring systems into database

Storing data into the database is absolutely the same as in the program for dataloggers with only one exception:
data files of monitoring systems has this format: *.msx. To understand this topic please read chapter 4.2 Storing
data from dataloggers into database.

When monitoring systems MS6 and MS55 are used then it is possible to launch online data acqusition via SOAP
Server. To launch online acquisition is needed:

1) Prepare SOAP Server. SOAP Server servers for collecting measured data which monitoring system sends online
(as frequently as big time interval was choosed) via SOAP protocol. Because the preparation of SOAP Server is
topic which is common for online acquisition from monitoring systems and also for sensors, then you can read
about it in appendixes, chapter: 11.3 Preparation of SOAP Server (data entry for online data acquisition from
Web Sensors, monitoring systems MS6 and MS55, Mobile Dataloggers and Wifi Sensors) (data entry for online
data acquisition from sensors and monitoring systems MS6 and MS55)

2) Configure SOAP settings in monitoring system device (the device needs to have information about SOAP server
location where the device shall send SOAP messages. More about it you can read in following chapter 5.2.1
Configuration of SOAP settings in monitoring system.

Database system supports online data acquistion from MS6 and MS55 devices with minimal firmware version of
ethernet interface 6-5-1-1.1985. It is possible to find firmware version on device web pages:

- o @ web | 192,168.1,25/status.him 3~
Main menu
System status
ADOU
¥ Global

Serial number 11550001

Device type MSNew

Relay board not installed

RS485 input not installed

¥ Firmware version

Measuring engine 5.5.03
Ethernet version 6-5-1-1.1985
Web version 1.6

5.2.1 Configuration of SOAP settings in monitoring system

Enter the configuration of demanded device in program from monitoring systems: Menu — Configuration —
Datalogger settings and switch to the tab Communication.
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Settings [MS55Preview]

Comma Profile ] Ch - Identity & Calculations | Chi - Measuring & Recording ] Ch1 - Conditions ] Ch1 - Alarmz & Signalization ]
D atalagger communication interface Ethernet options
_ Ethernet firmware: 6-5-1.1
i RS232 [without handshake]
¢ modem (RS232 interface vith RTS-CTS handshake) LR [ Sendwaming e-mais
- Device IP address: 192.168. 1 .25 [~ Send traps
~ Gate |P address: o.o.o0.0 [~ Swslog
c Iv Default mask [+ Weh enable
e Mask IP addhess: v s |
| ]
MTU size: + 1400 ¢ 512 B (s
" RS5485
" Ethemet ' Port | 10001
]
€ use E-maits [1] | E-mails (2] | SNMP (Traps] | Web | Syslog SOAP (B4 ¥
:l Target SOAP server |P: 192.168. 1 156
j' T arget web page: |http: £A192168.1.156/s0ap
. . Source port: 1]
[ Datalogger rezponds to incoming S5 messages
[v Datalogger sends SMS message when selected alarms are activated Diestination port: 80
Sending interval: 10 =
Channel | 1 - CoolerfA] - 1] | «| »l M | Copy channel settings | Cancel |

Note in advance: online data acquisition is based on SOAP protocol, which is running on ethernet network. Hence
communication interface of the device must be switch to Ethernet mode and device must be connected to ethernet
network where SOAP Server is accessible.

Enable the choice SOAP on the right side of the window. Edit fields for SOAP configuration will be enabled and
you can find them lower under the tab SOAP.

To the field Target SOAP server IP enter its IP address. This address you can find out with help of SOAP Server
diagnostic (Database Manager - tab SOAP Server - button Diagnostic).

As Target web page enter the text composed of SOAP server IP address and string “/soap”:
http://<IP_address>/soap

As the source port enter 0 and as the destination port enter listening TCP port of the SOAP server (if you went in
accordance with this manual then it is 80).

Finally, choose sending interval. You can enter minimally 10 seconds, but we alert you, that entering short interval
will lead to rapid growing of the database if compression of online acquisition is not enabled (see chapter 2.3.2.b
Online acquisition compression settings).

When compression is not enabled we recommend to use short intervals (10 s) only when tuning data acquisition.
But when you are sure that acquisition works well, reconfigure all devices settings and set sending interval
minimally on 60 seconds. But recommended are values longer than 300 seconds (5 minutes).

This is everything you have to set up so click the button OK to save changes to the device. From this moment the
device will start sending SOAP messages to SOAP server. If you entered short interval, e.g. 10 seconds, then it can
take up to half of minute until the first value will be sent.
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6 Using database system with sensors

Database system also supports sensors with ethernet output. The advantage is that data acquisition from sensors is
online and automatic. This means that you don’t need to download data from the device manually like in case of
dataloggers. Ethernet sensors periodically sends measured values to the database via SOAP protocol. Hence, there
have to be SOAP Server running, which captures messages sent from sensors and stores them to the database.

Database

Online acquisition via

SOAP Server

Database system supports ethernet sensors of series Tx5xx, Hx5xx a P85xx with this minimal firmware version of

ethernet interface:

* Tx5xx, Hx5xx: from firmware version 1-5-2.02

* Tx5xx-CO2, Hx5xx-CO2

e P85xx, P86xx: from firmware version 4-5-1.20

» P2520

It is possible to find firmware version on sensor web pages, on page About:

e
€4 slovnik.cz-Mu.. 5 | A ABZ.cz slovnik.. 3 | G | Piekladaé Goo.. 3 |@|Systemfordat.. % | <] Venkownisnimac X |\ 4 ¥

(' 192.168.1.224/about.html|

Bk e About

General
Device description

Library

MIB tables, documentation, etc.

<]

General

.3!

Search 2B U 4 A 46 =

Web sensor is designed for accurate temperature, relative humidity and

heric p from cable probe. High precision
capacitive polymer sensor ensures excellent calibration long term
stability. Wide range of communication protocols allows use Web
Sensor with most of SCADA and 2rd party systems. Comet Database is

supported for data acquisition, online monitoring and alarm states
reporting.

COMET SYSTEM, s.r.o. is a world leading manufacturer of environmental
and industrial measuring instruments since 1991. Core business of
Comet is focused to of p , relative
humidity, atmospheric pressure and carbon dioxide level. Current
production includes portable data loggers, transmitters for stand alone
installation or handy gi 1 d values from all
Comet products are accessible via one software platform - Comet
Database.

Device type T7511

Serial number 09961947

Firmware version
Manufacturer websites www.cometsystem.com

6.1 Preparing SOAP Server (data entry for online data acquisition)

If the system Comet Database was prepared using automatic installation in Comet Database One Click Installer, then

SOAP Server is already configured and then do not read this chapter.

Because the preparation of SOAP Server is topic which is common for online acquisition from monitoring systems
and also for sensors, then you can read about it in appendixes, chapter: 11.3 Preparation of SOAP Server (data
entry for online data acquisition from Web Sensors, monitoring systems MS6 and MS55, Mobile Dataloggers and

Wifi Sensors).
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6.2 Sensor settings

Now, when the SOAP server is ready, the last step to do is to set sensors to send measured values to the SOAP
Server.

If the system Comet Database was prepared using automatic installation in Comet Database One Click Installer, then
you can find concrete example How to configure Web Sensor in PDF report generated by installer.

1) Go to sensor’s web and choose Settings. Further, choose SOAP protocol.

x
£} Venkovni snimac X

€ ) P 1921681224/ etups.cig @ || Q kek B 9 A d B =

~

B Settings SOAP

Setup SOAP protocol for database system. Current measured values are sent as XML files. For more

General information please read the user guide for database system.
General device settings

SOAP protocol enabled
Network
Basi i f th. twork interf;

~EEa it SO RS T D SOAP server address http://192.168.1.5/s0ap
Alarm limits
Configuration of the alarm limits SOAP server port 80
Measuring Sending interval 10 Sec
Units, display settings, etc.
Send SOAP message when alarm occurs
SOAP protocol
Setup SOAP protocol for database system
‘ Apply settings Cancel changes

Email

Alarm emails configuration v

2) Switch on the choice SOAP protocol enabled. Settings will be showed.

3) Enter SOAP Server address in format <IP address>/soap. Don’t forget to append /soap behind the IP
address — this is often forgotten.

4) Enter the port number at which SOAP Server listens (SOAP Server port).

5) Enter Sending interval. For testing purposes enter 10 seconds. After, you verify, that data acquisition is working,
we recommend to use minimally 60 seconds or more. Size of the database will grow quickly in case when too
short sending interval is used.

6) Confirm change of settings by button Apply settings.

7) Verify data acquisition: When all was set correctly, then data from the sensor will appear in program Database
Viewer, Online data view in about 1 minute.

Note: It is also possible to configure sensor using program TSensor.

!

TSensor

You can find the example, about how to set SOAP protocol in the sensor, in diagnostic page of SOAP Server
(program Database Manager — Services — SOAP Server — button Diagnostic). This example shows configuration using
program Tsensor.

Examples of SOAP settings configurable in device via TSensor program

Example for network interface with IP 192.168.1.117:

Targetweb page: http:l | [192.168.1.117/s0ap |

IF address: [192.168.1.117
Sourceport | 0 Destination port: Sending interval: 5

You should enter all parameters as in this example. Only setting of Sending interval is up to you.
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7 Using database system with Multiloggers

You can export data to the database using these two ways:
* Manually, via program Comet Vision

* Automatically, via Datalink service

7.1 Manual export of data to the database
7.1.1 Database connection settings in Comet Vision

At first, you must set database connection parameters in program Comet Vision. This setting you can find in Home —
Program home — Program options — Database:

If the system Comet Database was prepared using automatic installation in Comet Database One Click Installer, then
you can find concrete example How fo connect to the database with the Comet Vision software in PDF report generated
by installer.

COMET Vision 2.0.6597.32171 (DB API version 16.1) = = “
Quick start | Program home Program options X
General Database connection settings
General program settings Ensbled
Record Yes
Files locations, data processing
sektings, ... Server type

MS SQL server
Server address

localhost, 1433
Properties according to
devices Authentication by
Online display settings,

oy SQL server authentication
connectivity management, ...

User

sa

Password
ssene

Database name
cdb_16_1_upg

Connection test

Automatically export data to database after data download
No

If you set the choice Automatically export data to database after download, then export of record to the database will be
executed after every record download.

7.1.2 Export of data to the database in Comet Vision

You can find the button for executing export of data to the database on every file in window Exports and Reports:
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17270028_20170804_194935.msx

B= =)

Export
F Export to Database @ Report
= Export data to database. Make the report from all data
Exports from table 2 @ Report from filtered data
Make the report from current filtered data

[ Export table to PDF
7.2 Automatic export of data to the database via Datalink service

Datalink service is TCP/IP server. It listens, until Multilogger connects. After the connection is established, it reads
settings from Multilogger and stores online values and eventually record into database.

In Multilogger configuration, it is needed to set “where is Datalink service”, interval of connection to Datalink
service (that is interval of online values) and how often record should be downloaded.

Note: Acquisition via Datalink Service can operate with Multiloggers connected thru Ethernet interface only. So, it
is not possible to collect data from Multiloggers connected thru USB.

7.2.1 Preparation of Datalink service

If the system Comet Database was prepared using automatic installation in Comet Database One Click Installer, then
Datalink service is already configured and then do not read this chapter.

You can set the Datalink service in program Database Manager. Run it, connect to the database, choose
Services - Datalink Service in the tree menu and click the button Reconfigure:

Service control: Service status: Service is stopped.
Start Stop | Reconfigure | Diagnostic
Service configuration: DataLink listening TCP port: S ervice not configured yet.

Diagnostic listening TCP park: __.

User Account: ...

e Device/channels properties
& User administration

- g Online acquisition compress setings

Service event log:

Date tire
B Infomation 13 07, 2015
() Information 13, 07. 2015

Meszage

* Double click on row

You have to enter database account with read and write rights in Datalink service configuration. You can read more
about database accounts in the chapter: 2.3.3.a MS SQL Server Accounts administration.
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~User account for datab on —DataLink ports:

 Windows authentication  Don't forget to create read/wite access for Local system account Datalink listening TCP port: 5Mm

[MT AUTHORITYSYSTERM) on L ser Administration tab.
Diagnostic listening TCP port: I 50102

rCommunication settings:

(. Frogram server mawx start attempts: I 3
Frogram server port range from: I 50110

Frogram server port range to:

¢ SOL Server authentication: SOL users

Client conn. check delay [ms):

—Data files folder

Folder for storing of measured data files

IC:\Users\Puinc\Documents\Cometloggers\Datalink\ [ Browse | ﬁ Default |

[~ Activate advanced settings Cancel |

You can change the folder, where the Datalink will save data files. But pay attention on network folders. Datalink
service is running under Windows account NT AUTHORITY\SYSTEM, hence the access will be verified for this
user.

Others parameters would only be necessary to change in case when port collision would occur. For example when
on port 50101 already listens another service.

Finally, save the configuration by clicking on the button OK. Start Datalink service and launch the diagnostic for
checking the service functioning by clicking on the button Diagnostic:

Service control: Service statuz: Service is running.
Start ' | Stop | Feconfigure | Diagnosticﬂ
A L |
i o 2
Service configlration: DataLink liztening TCF port: 50101

The diagnostic will be opened in the web browser. You have to see 3 successful result of tests which verifies
database connection (3x green sentence, marked as “1” on the picture below). If you see e.g. warning Failed to
connect to the database, check up, that you chose right user account and that you entered right password.

@ 127.0.0.1:50102/diag

DataLink Diagnostic page

Service version: 1.0.5669.32292
Database version: 12.0
Supported database versions: 12.0
Script generation time: 14. 7. 2015 15:00:31

Service is listening at IP : port:

2 * 192.168.1.188.50101

Database diagnostics

* OK Connection to database established
1 ¢ OK Used database account has sufficient rights
s OK The database is verified and supported by this version of service.

Statistic from the last service start
Last service start at: 14. 7. 2015 15:00:25

Also, you can see actual IP address and port (marked as “2” on the picture) in the diagnostic. These parameters you
will need for configuration of Datalink in Multilogger.

Finally, it is needed set rule on the firewall for allowing the port on what Datalink listens (standardly 50101). How
to do it you can read in chapter: 11.1 Allowing TCP port on Windows firewall.



It is advisable to verify, that the path to the Datalink service is really open from the network. Please sit to another
computer in the network and enter http://<ip>:<port> into the web browser. IP address and port you can
read from the diagnostic (marked as “2” on the picture above).

If the browser shows a few similar characters as on the following picture, then the Datalink is accessible from the
network.

€ http://192.168.1.188:50101

If the browser shows the message, that it is not possible to connect to the server, then the Datalink service is not
running or is blocked by firewall.

7.2.2 Preparation of Multilogger for use with Datalink service

As soon as you have prepared Datalink service, it only remains to set information “where is Datalink service” into
Multilogger, interval of online values and if you want to download record, then how often you want it.

Connect the Multilogger in the program Comet Vision. Click on the Devices in the menu on right side, then click on
the Add device in opened tab Devices home:

Devices home Program home

Manage —Mm™— Devices

Add device Files
Add device to device list.

Online displays

Now, choose Ethernet connection. Choose required Multilogger in the list and click the button Finish. Note:
searching list will only find device connected in local network. If you cannot see required Multilogger in the list
(for example you connected Multilogger to the network after opening this tab), click the button Refresh.
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Devices home Add Device

Program home

Devices
Serial Port Ethernet
Files

Online displays
Refresh

Device name Serial number Type IP address
Internet testing 238 15260001 Multilogger  192.168.1.238
Datalink 4 15260028 Multilogger 192.168.1.84
Internet testing 237 12000002 Multilogger  192.168.1.237
USS Voyager (NCC-74656) 14260002  Multilogger  192.168.1.148
Datalink test 1 15260002 Multilogger  192.168.1.26
Datalink 6 15260041 Multilogger ~ 192.168.1.86
Datalink test 4 12000001 Multilogger ~ 192.168.1.29

Datalink & 15260021 Multilogger  192,168,1,88
15260037 Multilogger  192.168.1.81

1 ultilogger .168.1.
Internet testing 236 14260005 Multilogger  192.168.1.236
Datalink 2 15260042 Multilogger 192.168.1.82
Datalink 3 15260013 Multilogger ~ 192.168.1.83
Datalink 7 15260025 Multilogger 192.168.1.87
Internet testing 239 15260038 Multilogger  192.168.1.239
Natalink Fack 3 452ANNNS Mulkilannar 402 4R 1 28

192.168.1.81 m

Now, you will see the tab Device home of connected device (later, you can go here by choosing the device in list
Devices on right side). Click the button Configuration:

Device home Program home

Functions —MM 4 Devices
My Multilogger

Download
I!I ownloa

Download data from device. -
Files

() Configuration o
L Device configuration. Device Online dlsplays

parameters settigns.

Get into Datalink configuration by choosing section Ethernet - Datalink:
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Configuration Program home

4 pevices
Cancel Apply »
changes changes My Multilogger

Files
Security

Online displays
Ethernet

Ethemet interface

=ettings, ...

General 192.168.1.110
IP address, nebwork
Email

SNMP server,
recipients, ...

Datalink

Datalink setting

Web

‘web settings.

Enable the function Datalink - On. Enter IP address of the computer where Datalink service is running and the port
on which it listens (default is 50101). IP and port you can read from diagnostic of Datalink service (explained in
chapter 7.2.1 Preparation of Datalink service).

Choose interval of online data acquisition (this also means interval in which the Multilogger connects to the
Datalink server). Choose 10 seconds for primary testing. To avoid useless disk space consumption due to too
frequent inserting of online values, choose reasonable interval for live operation.

If you require automatic download of record as well, enable the choice History data download and choose how often
you want to download the record — History data interval. If you require to erase data memory in the device after
download choose Erase device data memory after download. But if you have chosen cyclic record in the device, then it
is useless to erase data memory. When the cyclic record is set and the data memory is full then oldest records are
overwritten. Insertion of data to the database ignores duplicities (samples, which was inserted by previous
download, will not be inserted again).

When you enable the choice Asynchronous communication, then the Multilogger will connect to the Datalink service
out of the interval as well. This will happen in case when Multilogger detects any change in alarm states (so that
online values would be stored at this moment).

Finally, save changed configuration to the device by clicking the button Apply changes.

Now, it only lefts to check up, if data are really getting to the database. Launch Database viewer, set database
connection parameters and look at the tab Online data. If you can see values from requested Multilogger, then
everything is OK. More about program Database Viewer you can read in chapter: 3 Using program Database Viewer.
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8 Using database system with Mobile Dataloggers

You can export data to the database using these two ways:
* Manually, via program Comet Vision

* Automatically, via the SOAP service

8.1 Manual export of data to the database
8.1.1 Database connection settings in Comet Vision

Explained in the chapter 7.1.1 Database connection settings in Comet Vision

8.1.2 Export of data to the database in Comet Vision

Export of the data into the database is the same as in case of Multiloggers. Explained in the chapter 7.1.2 Export of
data to the database in Comet Vision

8.2 Automatic data sending to the database

Automatic data sending to the database is the same for Mobile Dataloggers as for Web Sensors. The device sends
current measured values in the specified interval to the Comet Database (more accurate: to the SOAP Server, which
takes care of storing the data into the database).

Fundamental difference between Web Sensors and Mobile Dataloggers is in the connection type to the ethernet
network. In case of Web Sensor, which is located in the same network as the computer with Comet Database (CDB),
it is possible to easily enter the target web page this way:

http://<IP of computer with CDB>:<port of SOAP Server>/soap

INTERNET
through mobile network operator

COMPANY NETWORK //-’

GATEWAY |-|
outside public static IP: 22.10.15.88

Computer with
Comet Database

Mobile Datalogger

configured redirection for
request from the internet:
------ 22.10.15.88:1111 —> 192.168.1.10:80 @+ = rerennnenasmpmpmnnnninmmmmssss

IP: 192.168.1.10 Configured to send data to:

122.10.15.88:1111

SOAP Service
listens at port 80

Configuration of redirection is not explained in this manual. Please contact you network administrator.

8.2.1 Preparing SOAP Server (data entry for online data acquisition)

If the system Comet Database was prepared using automatic installation in Comet Database One Click Installer, then
SOAP Server is already configured and then do not read this chapter.
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The preparation of the SOAP Server is common topic for online acquisition from monitoring systems, Web Sensors
and Mobile Dataloggers. You can read about it in appendixes, chapter: 11.3 Preparation of SOAP Server (data entry
for online data acquisition from Web Sensors, monitoring systems MS6 and MS55, Mobile Dataloggers and Wifi
Sensors).

8.2.2 Configuration of data sending in the Mobile Datalogger

1) Connect to the device with the Comet Vision software

Run the Comet Vision software at first and just then connect the Mobile Datalogger to the computer using USB
cable. Comet Vision software will automatically recognize that the Mobile Datalogger device was connected and
it will add it to the list of devices.

2) Choose the device and click on the Configure button on the device home page. Choose the Modem section in the
configuration.

3) You can set the PIN of the SIM card in the General section (in case when using of the PIN is enabled in the SIM
card)

4) Choose the Data section. Enter the access point settings (APN) in the General subsection. For information, refer
to your mobile SIM card operator.

5) Enable the choice Data sending in the Data sending section. Now, the complete settings will be displayed.

6) Enter the URL: http://<gateway IP>:<reserved port>/soap. It was explained in more detail in
chapter 8.2 Automatic data sending to the database.

7) Finally, enable the data sending and choose the sending interval. The settings is twofold: one for case of external
power supply and one for battery mode.

8) Save the configuration into the device with the Save button.
Testing on the first use

When using the Mobile Datalogger for the first time, we recommend to set the shortest sending interval. Afterward,
run the Database Viewer software, switch to the Online Data tab and check if the data successfully reached the
database. More about viewing data from the database you can read in chapter: 3 Using program Database Viewer.

Verification if the SOAP Server is accessible from the internet

Run the internet browser in the smart phone with mobile data connection and open the page
http://<gateway IP>:<reserved port>/diag. If the diagnostic page of the SOAP Server is opened, then
the SOAP server is accessible from the internet. If the browser reports troubles with connection to the site, then
something is wrong. It may be a problem with the redirection on the gateway, or, for example, with incorrectly
configured rules on the firewall.
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9 Using database system with Wifi Sensors

Wifi Sensors are very similar devices such as Web Sensors. Wifi Sensors have ethenet output as well and sends
measured data online in defined interval to the SOAP Server. Hence this chapter will be very similar to 6 Using
database system with sensors

The only noticeable difference is that target endpoint url address on SOAP server is not .../soap but .../wifisensor.
Another difference is that the Wifi Sensor supports ability to send measured values recorded during network
outage or SOAP Server outage.

9.1 Preparing SOAP Server (data entry for online data acquisition)
If the system Comet Database was prepared using automatic installation in Comet Database One Click Installer, then
SOAP Server is already configured and then do not read this chapter.

The preparation of the SOAP Server is common topic for online acquisition from monitoring systems, Web Sensors,
Mobile Dataloggers and Wifi Sensors. You can read about it in appendixes, chapter: 11.3 Preparation of SOAP
Server (data entry for online data acquisition from Web Sensors, monitoring systems MS6 and MS55, Mobile
Dataloggers and Wifi Sensors).

9.2 Wifi Sensor settings

Now, when the SOAP server is ready, the last step to do is to set sensors to send measured values to the SOAP
Server.

If the system Comet Database was prepared using automatic installation in Comet Database One Click Installer, then
you can find concrete example How to configure Wifi Sensor in PDF report generated by installer.

1) Go to the Wifi Sensor’s web, choose Seftings and choose Cloud.

Settings » Cloud

Cloud
< Back
Back to Main menu

0 Cloud mode
Off

2) Choose Cloud mode and select COMET Database / User server

Cloud mode

COMET Database / User server v

OK Cancel
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3) Choose URL for the server. Enter URL in format <IP_address>:<port>/wifisensor. Don't forget to append
/wifisensor behind the IP address:port — this is often forgotten. If SOAP Server listens at port 80, colon and
port number can be omitted.

Insert URL for the server

\http://192. 168. 1.100\:80/wifisensor

OK Cancel

4) Enter User server send interval. For testing purposes enter 10 seconds. After, you verify, that data acquisition is
working, we recommend to use minimally 60 seconds or more. Size of the database will grow quickly in case
when too short sending interval is used.

5) There are other options:
Asynchronous messages
In case of alarm change, the message will be sent outside interval.
Checked is recommended value.
Memory disabled

Memory is used to backup messages, which was unable to reach SOAP Server due to network issues for
example. Then, after the Wifi Sensor establishes connection with SOAP server, these backed up messages are
sent.

Unchecked is recommended value.
6) Finally choose Back, choose Save or Cancel and confirm with the Save button

7) Verify data acquisition: When all was set correctly, then data from the Wifi Sensor will appear in program
Database Viewer, Online data view in about 1 minute.
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10 Alarming via SMS Texts and emails

The main task of this function is to quickly inform the user about raised alarm. Thanks to sending emails and
especially SMS texts the user will be reached anywhere and anytime.

This feature is only applicable to devices that can send measured data online. These devices are all ethernet
transmitters (Web Sensors), monitoring systems MS6, MS55 with ethernet communication interface, Multiloggers,
Mobile Dataloggers (UxxxxM) and Wifi Sensors. The system operates in such a way that it periodically checks table
of online values ??in the database, and if necessary it sends a notification. The system can send the notification by
SMS text and/or email. The way of sending and particular users (recipients of messages) are to be set during
configuration of monitoring profiles.

From a user point of view configuration includes:

» "User accounts (recipients) administration” — allows you to create address book of users with their phone
numbers and email addresses. Users created this way then can be assigned to particular monitoring profiles.

* "Monitoring profiles administration" - allows you to create any number of profiles that tell the system what to
monitor and what actions to perform. So it is possible to have for example a profile that will watch the beginning
of alarm on channel X and that will have assigned users P and Q. According to this profile, the system sends
notification to users P and Q in case that the alarm begins on channel X. Concurrently, other profiles can be set
that monitor other channels, watch for example ending of alarm state and send notification to different users.

From technical point of view the system is composed of four Windows services that is necessary to configure
correctly at first:

* SOAP Server service — the service providing online acquisition of data from devices to the database.

* Database Alarm Notifier service — the service that watch the database and analyses requirements for sending
notification.

* SMS Sender service — the service providing sending of notification via SMS texts using modem to recipient’s
cellular phone.

* Email Sender service — the service providing sending of notification via email into recipient’s mailbox.

FALARM

SHS Sender
service
*aLARM

Database }!‘

Alarm Motifier
SErvice

%

FaLapm

g

Il Database
SOAP Server
service

5

DATABASE

Email Sender

service

10.1 Preparation of alarming via SMS and email

The following steps assume that you already have functional online collection of data from devices. Than means,
you have properly created the database, correctly configured SOAP server and correctly configured SOAP protocol
in devices. If so, then you already can see online data from devices in the viewer Database Viewer.

If the system Comet Database was prepared using automatic installation in Comet Database One Click Installer, then
SOAP Server is already configured.

Preparation of the system SMS text/email alarming requires performing following steps subsequently:

* 10.1.1 Preparation of service SMS Sender
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10.1.2 Preparation of service Email Sender
10.1.3 Creation of user accounts with contacts
10.1.4 Preparation of service Database Alarm Notifier

10.1.4 Preparation of service Database Alarm Notifier

10.1.1 Preparation of service SMS Sender

If you don’t want to use notification via SMS text then skip this chapter.

D)

2)

3)

4)

Find administration of service SMS Sender in the program Database Manager, section Services:

=¥ Home

&% SOAP Server

'fi" Alarm Motifier Server
Sms Sender Server
B4 Email Sender Server
B Datalink Service

and go to service configuration by button Reconfigure.
Set parameters for modem connection in section Modem connection.

Choose correct COM port where the modem is connected. How to find out available COM ports in the
computer you can read in chapter 11.4 How to get information about COM ports in the computer.

Select correct communication speed. Usually the default speed of modem is 9600 bauds.
If the SIM card is secured by PIN code, then enable choice Enter PIN and enter the PIN code.

If there is not set Short Message Service Center in the modem, then enable the choice Enter SMSC and enter
phone number of the Center. Phone number of SMSC you can find out at your telephone company.

Save the configuration by the button OK and run the service by the button Start. Wait at least 20 seconds if there
will or will not be shown error message in the log. If there is no error message in the log than you can continue.
Otherwise, correct the configuration.

Bellow is the example of error message that will be shown in case when incorrect COM port was entered:

Service event log: Type D ate time Meszage

0 Error 1112202 16:07:21  Connecting to madem failed [errorcode: 1034 description: Modem not found on the specified serial port

The service SMS Sender is running now. You can verify its functionality by sending test SMS text — use the
button Send test SMS Text.

10.1.2 Preparation of service Email Sender

If you don’t want to use notification via SMS text then skip this chapter

1)

2)

Find administration of service Email Sender in the program Database Manager, section Services:

Home

&% SOAP Server

T Alarmn Matifier Server
Sms Sender Server
S%A] Email Sender Server

B Datalink Service

and go to service configuration by button Reconfigure.

Set parameters for connection to SMTP server in section Connection to SMTP. You can use your company SMTP
server (ask you network administrator for required values). Or you can use some of public email provider.
Following example shows settings with use of SMTP from Google (gmail.com):
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Connection to SMTP

= A | <tp. o ail.com

Part:

User name:  |myemail@gmail. com
Password:  |mypassword

[ Secure connection required (S5L)

Jv Use STARTTLS command

3) Save the configuration by button OK and runt the service by button Start.

4) The service Email Sender is running now. You can verify its functionality by sending test email — use the button
Send test email.

10.1.3 Creation of user accounts with contacts

1) Find User accounts administration in the program Database Manager, section Database configration:

E|El D atabase configuration

5::: Device/channels properties

2 Oriline acquisition compress settings
% LY | Iser accounts
At Users and Views
% SMS/Email Alamming

2) Create at least one user — the button New. Note: The form will enforce you to enter the Login (account name).
This login you will have to enter, although it is not necessary for SMS/Email alarming. Login is for signing in
program Database Viewer in case when the function filtering of devices according to user is enabled (3.12
Filtering devices according to user account).

3) 3) Test if you correctly entered email / phone number by sending test email / SMS text (Buttons Send test email
and Send test sms in edit user window. WARNING: Don’t forget, that for sending of test message Email Sender /
SMS Sender services must be running.

4) 4) If you have a large number of users, it is useful to create groups — Groups..., the button New. Than you can
add users to the selected group with buttons “>” “>>" or delete with buttons “<” “<<”. In the profile
administration, you will be able to quickly assign the group to the profile instead of adding individual users.

10.1.4 Preparation of service Database Alarm Notifier

1) Find administration of service Alarm notifier in the program Database Manager, section Services:

=¥ Home

: &% SOAP Server

T Alarmn Motifier Server
Sms Sender Server
B4 Email Sender Server
B Datalink Service

and go to service configuration by button Reconfigure.

2) Enter the database account that the service will use for database connection. This account must have read/write
access to the database. More about database accounts you can read in chapter 2.3.3.a MS SQL Server Accounts
administration.

3) Save the configuration by button OK and run the service by button Start.
10.1.5 Creation of monitoring profiles

1) Find SMS/Email Alarming administration in the program Database Manager, section Database configuration:
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E||Eﬁ Database configuration

&) Online acquisition compress settings

Deviceschannel: properties

-4 |zer accounts
- & Uszers and Yiews

3 /Email Alarming

2) Create new profile by button New. Profile editor will be opened:

New profile

Select channels to be monitored

ﬂ +: ‘: % order by serial number =

Send notification: [ when alam starts = [B] W 11964451 - CO2 transmitter
FA -5 Temperature [°C)
RS Fi e lative: humidity
[~ every minutes [ O~ Dew paint ['C]
O-4 coz (ppm]
Actions: [ send emal L L C02 Level 1
OnyeE o2 Level 2

W send SMS text O nyE Co2 Level 3

Mame: |test profile

[ when alarm ends

SMS text zending priority: @ nomal O high

a) Enter the name of the profile — Name
b) Select the situations in which to send notifications:
i) when alarm starts — notification is sent when the alarm becomes active
i) when alarms ends — notification is sent when the alarm is no longer active

iii) every X minutes — notification will be sent periodically every X-th minute, regardless of whether any alarm
is active or not. This option is suitable for periodical informative sending of measured data. Possibly, it is
also suitable for periodical sending of a maintaining message that informs that the system is still in
operation.

iv) Every X minutes if alarm remains active — notification will be sent every X-th minute in case when the alarm
remains active.

c) Select the method of notification — by sending email, by sending SMS text — Actions

d) When using SMS text it is possible to increase its priority. This is useful if you have created multiple profiles
and you want to be sure, for one particular profile, that its notifications will be served in preference by the
service SMS Sender in case of service congestion.

e) Choose channels to be monitored
3) Click the button OK to finish editing of the profile

4) Finally, assign desired users to the profile from users or groups lists:
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~Monitored profiles ~Users and groups

“fou can add/edit/delete users and

Selected profile info: T - =
groups in ""Users configuration

section.
Mame: Profile lab A
Send notification: when alarm starts
Actionz: By email
Users...

| Profiles

n

e
B

L{Lb

|Binded QIoups....

| Groups...

e
R

EAE (ENES

Delete |

5) The system is ready at this moment. It is not necessary to restart services in case of adding/editing profiles.

6) To verify that the system is functioning properly, we recommend to create the testing profile. In this testing
profile will be selected “Send notification every 1 minute” and at least one channel will be selected for
monitoring. Example:

Select ch Is to be itored

S El: E: IE IDIdEI by zerial number -

© 08330017 - regulator

B T ermperature |
44 Relative humidity (%)
O Dew pie 2]
O Relay output 1
O Relay output 2

O MYE Binary intput 1
5 Binary intput 2
T YR Binary inkput 3
SMS test sending priority: (3 nomal (" high ElD By 12960298 - CO2 transmitter
b 4 Temperature [°C)

Hame: |1 minute info

Send notification: [~ when alam starts

[~ when alam ends

¥ ever 1 minutes [ if alarm remains active

Actions: [ send email

v send SMS text

ed profiles ~Users and groups

‘You can add/edit/delete users and
groups in "'Users configuration”’
section.

Selected profile info:

Mame: 1 minute info
Send notification: ewery 1 minuntes

Actions: By email / By sms

Profiles Binded users...
Smith John{john]

ith Jahn [john]

2 A S

|Binded Qroups. ..

As you can see from the pictures, email and SMS text will be sent every 1 minute with information about
channel Temperature from the sensor with serial number 08980017 to the user John Smith.

| Groups...

L
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11 Appendixes

11.1 Allowing TCP port on Windows firewall

Following guide shows how to how to allow TCP port on Windows firewall in Windows 7.

Attention: Not only Windows firewall can be running on the computer. Also, for example some antivirus programs
includes own firewalls. If this is the case then allowing port on this firewall or disabling whole firewall is needed
too.

If the system Comet Database was prepared using automatic installation in Comet Database One Click Installer, then
all requested ports were already allowed on the firewall.

1) Run settings of Windows Firewall in Control Panel:

@ Internet Explorer
b

Jindfich Pastorek
Documents
Pictures

Music

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

»  AllPrograms

|"|"559r\:h",_or'.:13.1.'ums and files }_J |

|Search Control Panel

Adjust your computer’s settings View by: Category ~

id j  System and Security User Accounts
Review your computer's status @Changeaccountt}rpe
Back up your computer
Find and fix problems . Appearance and Personalization

%' i Change the theme
] NTWI’k and Internet Change desktep background

Ew netwn
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ESRERT)

@Ov|q; v Control Panel » System and Security »

- | 5 | | Search Control Panel

)

Contrel Panel Home

» System and Security
Network and Internet
Hardware and Sound
Programs

User Accounts

e & ¢

Appearance and
Personalization

=

Action Center
Review your computer's status and resclve issues
Troubleshoot common computer problems

Windows Firewall
Check firewall status

Allow a program through Windows Firewall ‘
System

View amount of RAM and processor speed
'@'Allow remote access

Check the Windows Experience Index
See the name of this computer '@' Device Manager

Windowwe 1lindate

'@' Change User Account Control settings
Restore your computer to an earlier time

-

2)

Choose advanced settings in Windows Firewall:

off
'@' Restore defaults

@' Advanced settings

B @5 e ol friaa) mahurarbe

3) Left-click on Inboud Rules and choose New Rule...

File

Action

View Help

Nt Canmartad ()

0 Windows Firewall with Advanced Security on Loci) BETSTLEE T Actions
|g Inbound Rules!
G # || Inbound Rules -
Outbound Mew Rule... me e, 3[4
% Connectior : : avgam.exe Wl MNewRule..
b M, Monitoring  Fiter by Profile @ avgdiagecece ¥ Filter by Profile b
Filter by State @ avgemc.exe .
Filter by Group @ avgnst.exe T Filter by State b
7 Filter by Grou »
avgupd.exe Y P
View @ MysQL Server View N
Refresh @Standard HTTP port 6 Refresh
Export List @Standard MySQL port
ort List... = ;
P . BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr = Export List.
Help .BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach - ﬂ Help
“ T b || 1 3
Mew Rule...

[

@@v|ﬂ » Control Panel » System and Security » Windows Firewall v |$,.| | Search Control Panel pe |
Control Panel Home . . . @
Help protect your computer with Windows Firewall
Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall threugh the Internet or a network. I
@' Change notification settings How does a firewall help protect my computer?
# Turn Windows Firewall on or What are network locations?
@ For your security, some settings are managed by your system administrator.
l @ Domain networks Connected (v!
Troubleshoot my networl l

4) Choose Port as the type of rule on the first page of New Inbound Rule Wizard. Then click the button Next.
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Rule Type
Select the type of firewall rule to create.

Steps:
Rule Type What type of rule would you like to create?

Protocol and Ports

L

[

@ Action ) Program |
@ Profie Rule that controls connections for a program.

L

Name - @ Port
Rule that controls connections for a TCF or UDP port.

) Predefined:
BranchCache - Content Retrieval (Uses HTTF)

Rule that controls connections for a Windows experience.

() Custom
Custom rule.

Leam more about nile types

< Back Mext = Cancel I

5) Left the choice TCP selected. Enter the port number which is to be allowed into the field Specific local ports.
Examples of standard port which you may need to allow:

Name: MSSQL Port number: 1433
Name: HTTP Port number: 80

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

@ FRule Type Does this nule apply to TCF or UDP?

@ Protocol and Ports ’ @ ICP

@ Action © ubp I
@ Profile

@ MName

Does this rule apply to all local ports or specific local ports?

) All local ports I

‘ @ Specific local ports: 3306

Example: 80, 443, 5000-5010

Leam more about protocol and ports

6) Skip following two pages without changes with the button Next until you get to the page Name. Enter
exception name (it’s up to you what name you think up) into the field Name. Finally click the button Finish.
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(6% New Inbound Rule Wizan

Name

Specify the name and description of this rule.

Steps:

@ Rule Type

@ Protocol and Ports
@ Action I

@ Profie Hame,
MySQL standard port

@ Name

Description (optional): I

[ <gac [ s ) [ o |

11.2 Entering database connection parameters

Every program which works with database system needs to have entered database connection parameters to
establish connection with the database server. Programs have the same interface for entering these parameters.
How to use it is explained once at this chapter for all programs.

If the system Comet Database was prepared using automatic installation in Comet Database One Click Installer, then
database connection parameters are already set in program Database Manager and Database Viewer. Look at
examples in pdf report, which was generated by Comet Database One Click Installer, to know how to set this in
other programs (program for dataloggers, program for measuring devices and Comet Vision software) or how to set this in
Database Viewer on another computer.

Server type:
Server name: |F'|:-2EIE|9-U'| ﬂ
authentication: |SE!L Server duthentication ﬂ
Uszer name: Isa—
Pazzwaord: |
Databaze: |d|d|:|EI‘I j

Test

Server type:

The only choice Microsoft SQL Server is here. It is advisable to left the choice None only in programs for
dataloggers and monitoring systems, if these doesn’t use Comet Database. Due to this, the program will not test
database connection on its start.

Server name:

Drop down the list to search available SQL Servers on the network. SQL servers are identified by computer names
where they are installed. In case of the demanded server is not found, you can type in name of the computer where
is SQL Server located manually.
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Note: If more then one instance of SQL Server is installed on the computer, then second and following instances are
named this way: computer_name\instance_name

To find computer name, right click on the Computer icon and see Computer Name.

If word (local) is in the list then it means SQL server on current computer.

If the system Comet Database was prepared using automatic installation in Comet Database One Click Installer, then
you can see in generated pdf report, that server name is entered in format <computer IP address>,<port
number>. This is another way to enter. It is possible in case when SQL Server has its listening port set statically
(of course, Comet Database One Click Installer set it this way).

Authentication:

If you choose SQL Server Authentication, then you must enter SQL user name and password.

If you choose Windows Authentication, then currently logged windows user will be authenticated.

User name:

Enter SQL user name.

Password:

Enter the password for the SQL user.

Database:

Drop down the list and choose the database. Also, you can type in database name. Typing in database name will be
useful when creating new database.

11.2.1 Security levels of database accounts

Database server administrator
You have to use this account when you work with Database Manager. If you chose SQL Server Authentication, then

it is account sa. Its password you created during SQL Server installation.

If the system Comet Database was prepared using automatic installation in Comet Database One Click Installer, then
you will find the password for sa account in pdf report, which was generated by Comet Database One Click Installer.

If you chose Windows Authentication then it is requested that your Windows account is added to the list of
administrators in SQL server during its installation. Easier is to use SQL server authentication and the account sa.
Account with read/write rights to the database

This type of account can read and write to the database. It is requested to use it in services and programs, which

inserts data into database.

If the system Comet Database was prepared using automatic installation in Comet Database One Click Installer, then
this account was already created. Its name is writer and its password you will find in pdf report.

Account with readonly rights to the database

This type of account you can use in Database Viewer, because this program only read from the database.

If the system Comet Database was prepared using automatic installation in Comet Database One Click Installer, then
this account was already created. Its name is reader and its password you will find in pdf report.

Account with read and restricted write rights

This type of account has readonly access to the database but it allows to insert notes and write to log.
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If the system Comet Database was prepared using automatic installation in Comet Database One Click Installer, then
this account was already created. Its name is reader_extra and its password you will find in pdf report.

Whenever you want, you can use button test to verify entered parameters. Program will try to connect, verify rights
and check the database. Then it will show test result, for example that:
* parameters are ok and entered database is accessible for reading and writing

* the server is unreachable (probably there is not any Microsoft SQL server running on computer identified by
Server name)

* the program cannot log in with entered user name and password

¢ the database doesn’t exits

11.3 Preparation of SOAP Server (data entry for online data
acquisition from Web Sensors, monitoring systems MS6 and MS55,
Mobile Dataloggers and Wifi Sensors)

If the system Comet Database was prepared using automatic installation in Comet Database One Click Installer, then
SOAP Server is already prepared and do not read the guide further.

The SOAP server was placed on the computer during installation of the product Comet Database. It is only needed to
configure and start it.
Step by step instructions how to configure and start SOAP server:

1) Connect to your database with program Database Manager and choose Home — SOAP Server. Then press the
button Reconfigure.

A Database Manager 2.4.0.0 (I

Elﬂ H

Service control: Service s

Elarmn Motfier Server Start | Recanfigure |

----- Sms Sender Server

..... B Email Sender Server S0AFP server configration: Listening TCF

----- B Datalink Service User Ao
[ patabase configuration Processing threads (

'8 Dewvicedchannels properties

----- E) Orline acquisition compress settings Service event log: Type Date time

----- &Y User accounts 6 |nfomation 03 10

----- AL Users and Views *Double click omrow | () Information 26, 02 2016 05:40:

PR tn cea dataile PN C e mm e mm e e

2) Enter listening TCP port. 80 is recommended value, but you have to be sure, that there is no other application
using this port on the computer. Especially HTTP server like Apache or IIS uses port 80 because 80 is standard
for HTTP. Other possible port numbers are for example: 88, 8080, 8888.Program will check if the port is
occupied on configuration window closing. If the port is occupied you will be warn.
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3)

4)

5)

6)

7)

L

—TCP listening port —User account for dat.

Listening TCP port: I a0 " Windows authentication  Don't forget to create read/wite access for Local system accaunt
[NT AUTHORITYSSSTEM] on User &dministration tab.

FRecommended TCP port for listening iz 80. Thiz iz standard port for
HTTP server. - b
If you already have installed HT TP server e 1S or Apache] then pou & SOL Server authentication: S0L users
will have to enter different port then 80, because that installed HTTP £ sa

server will most probably have the port 80 occupied. &

P i ion

Frocessing thread count: I g

Default value iz 8. Thiz iz advanced settings, so Passward:
change it only if you are sure what you are doing.

[~ Activate advanced settings Cancel |

Further you have to enter database account. This account must have read/write access to the database. About
database user accounts you can read in chapter 2.3.3.a MS SQL Server Accounts administration. Finally click the
OK button to save configuration.

SOAP server is configured at this moment. Now, you have to allow listening TCP port on the firewall. Allow
port 80 — HTTP standard port on the firewall (or 8080 if you used this one). How to do it you can read in chapter
11.1 Allowing TCP port on Windows firewall. Also remember, that there can be other firewalls running on your
computer and also some anti-virus programs contains firewalls.

Since you have the port allowed, go back to the Database Manager and press the button Start to start the SOAP
server.

Wait until the Service status is Service is running. You can see new message in Service event log: Service: Serice
started...

Service control: Service status: Service is running.
| Start || Stop | Reconfigure | | Diagnostic ||
S0AF server configration: Listening TCF port: 80

Uszer Account: writer

Processing threads count: 8

Service event log: Type D ate time: Message

€ |nformation 04, 10

* Double click on row
to see details.

Click the button Diagnostic to verify if the SOAP server is well running and well configured. Diagnostic page
will be opened in the default web browser. Before it, you will see the dialog with HTTP addresses, which tells
you how to get to the diagnostic page if the browser doesn’t open automatically.

X

Information

i ) Diagnostic page of the service will be shown. If browser will not start automaticaly enter this address in browser manually:
HTTP:/f127.0.0. 1:80/diag
A
Also don’t forget to testif service is accesible from remote computers in network. Type following address from remote computer:

HTTP://192. 168. 1.117:30/diag

Second The second HTTP address guides you to open diagnostic page on remote computer. Go to some another
computer in the network and open second HTTP address in browser on that computer. This will verify, that
SOAP server is accessible and not blocked by firewall.

If the SOAP server is well configured, then there are no warnings highlighted with red color on the diagnostic
page and the diagnostic page should look like this one:

67



{= Datalogger database SOAP Server - Diagnostic - Windows Internet Explorer

o —_— — —
\t\_{jr\@f |g| http://127.0.0. 1/diag V||§||ﬁ||£| |E)E-';

Soubor  Upravy Zobrazit Oblibené polozky  MNastroje  Népovéda

5 Oblibené polozky | 515 (& Navrhované weby = @& | Ziskat vice dopliiki ~ £ | no

|@Daialogger database SOAP Server - Diagnostic |_| - ] o= - Strénka~ Zabezpefeni~ Nastroje = (@~

Datalogger Database Server Diagnostic page

Service version: 1.0.0.75
Database version: 3.1
Supported database versions (MySQL): 3.1
Script generation time: 2.6.2010 8:13:05
Processing thread count: 8
Max attempts to DB store on error: §
Max waiting messages in queue: 1000

Service is listening at IP : port:

+ 192.168.1.117 : 80

Examples of SOAP settings configurable in device via TSensor program

Example for network interface with IP 192.168.1.117:

Targetweb page: |http:/ | [192.168.1.117/s0ap |
IF address: 192.168.1.117
Source port | 0 Destination port; Sending interval; 5

Database diagnostics

« OK Connection to database established
+ OK Used database account has sufficient rights
+ OK The database is verified and supported by this version of service.

Statistic from the last service start

Last service start at: 2.6.2010 8:12:54
Received SOAP messages: 0
Successfully processed messages:
Refused messages from processing:
Acquired max count of messages waiting for processing:
Mumber of killed processing threads due to database error:

coocoo

4

Hotovo € Internet 5 | 100%
—

If i.e. you have configured the SOAP server with incorrect database user account, then the diagnostic page will
inform you about this:

Database diagnostics

« Failed: Unable to login with entered user name and password.

If diagnostic page opened on local and also on remote computer doesn’t show any warnings, than you have
successfully prepared the SOAP server. At this moment, you only have to configure devices to send its measured
values to this SOAP server.

Configure sensors directly on its web pages (eventually via program Tsensor — configuration program for sensors
and transducers). Monitoring systems you must configure via program for monitoring systems.

There is Example of SOAP settings in program Tsensor on the diagnostic page (this settings looks similar in the
program for monitoring systems):

Examples of SOAP settings configurable in device via TSensor program

Example for network interface with IP 192.168.1.117:

Targetweb page: |tp:f | 192.168.1.117/s0ap |
IP address: 192.168.1.117
Source port: | 0 Destination port; Sending interval: 5
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Important note for use with Wifi Sensors:

Until the support of Wifi Sensors (Wx7xx) devices, the Target URL path was always .../soap for whatever device.
But for Wifi Sensors itis .../wifisensor.

You should enter all parameters as in this example. Only setting of Sending interval is up to you. You can enter
minimally 10 seconds, but we alert you, that entering short interval will lead to rapid growing of the database if
compression of online acquisition is not enabled (see chapter 1.3.2.2 Online acquisition compression settings).

If compression of online acquisition is not enabled then we recommend to use short intervals (10 s) only when
tuning data acquisition. But when you are sure that acquisition works well, reconfigure all devices settings and set
sending interval minimally on 60 seconds. But recommended are values longer than 300 seconds (5 minutes).

11.4 How to get information about COM ports in the computer

1) Windows 8 and higher
Right-click on the button Windows Start (alternatively WINKEY+X) and choose Device manager
Windows 7
Open Control Panel, choose Hardware and sound, choose Device manager

2) Choose Ports (COM & LPT) in the list

= Spravce zafizeni - o
Soubor  Akce Zobrazit Napovéda
e @ E e

4 'y Porty (COM a LPT) A~

72" Komunikaéni port (COMT)
Y57 USB Serial Port (COMIT)
. ¥ Procesnny &7

11.5 Installation of Microsoft SQL Server for use with Comet
Databases

If it is sufficient for you to use free edition Microsoft SQL Server Express, then it is recommended to use automatic
installation of Comet Database by the help of Comet Database One Click Installer. Installer will automatically install
SQL Server 2014 Express and will do the configuration requested for use with Comet Database.

If purchased full version of Microsoft SQL Server, then you have to do the installation manually. Here are
requirements:

* Version of Microsoft SQL Server must be 2008 or higher

* SQL Server collation must be in case insensitive mode. Choose <language> CI AS

* SQL Server Service must be running as user Local System (NT AUTHORITY\SYSTEM)

* Authentication must be in mode SQL Server and Windows Authentication mode. It must be possible to connect to
SQL Server using sa account (system administrator), which is account of SQL Server.

* Protocol TCP/IP must be enabled. SQL Server must listen at static port.

* Listening port of SQL Server must be allowed on Windows Firewall.

11.6 Estimating disc space usage
Following table shows approximate sizes of samples:
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Sample type Size in bytes

* Monitoring system analog data 73
* Monitoring system binary data 56
* Datalogger analog data 55
* Datalogger binary data 47
* Sensor analog data 55
* Sensor binary data 47
* Multilogger analog data 80
* Multilogger binary data 56

Important: Final result can be between the calculated value and its double. It is because SQL Server file space
allocation. So, better is to count with that maximum estimated space will be the calculated value multiplied by 2.

1. Example:

How much disc space will be occupied when sensor H7530 will be set to send values to the database every 10
seconds during 1 year?

H7530 has 4 analog channels (Temp, RelHum, Press, ComputedValue) and 5 binary channels (3x Binlnput,
2xRelayOutput)

Sample size = 4ch * 55B + 5ch * 47B = 455 B
Samples per year = (356d * 24h *60m * 60s) / 10s(sending interval) = 3 075 840 samples
Disc consumption per year = 3 075 840samples * 455B =1 399 507 200 B=1,3 GB

Imagine, how much space will be saved when longer sending interval will be used. For example 5 minutes sending
interval:

Disc consumption per year = (356d * 24h *60m) / 5m * 455B = 58 235 904 B = 46 MB

2. Example:

How much disc space will be occupied during 1 year when 100 monitoring systems with

all 16 channels occupied with temperature probe will send measured values to the database

every 10 seconds?

Sample size =16ch *73=1 168 B

Samples per year = (356d * 24h *60m * 60s) / 10s(sending interval) = 3 075 840 samples

Disc consumption per year from 100 devices = 3 075 840samples * 1 168B * 100devices = 359 258 112 000 B = 335 GB

Imagine, when sending interval will be exteded to 5 minutes, then disc consumption per year will be 11 GB.
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