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E Copyright: COMET System,s.r.o.

Is prohibited to copy and ma&ry changes this manualvithout explicitagreement of
companyCOMET Systens.r.0All rights reserved.

COMET Systens.r.o makes constant development and improveafeit its products
Manufacturereserves the right to make technical changes without previouMrsgrags
reserved

Manufactureis not responsibler damages caused by using the device in conflict with this
manual.To damages caused by using the device in conflict with thial caamotbe
providel free repagduring the warranty period.

Revision history

This manual describes devices with latest firmware version according the tableldelow.
version of manual can be obtained from a technical support.

Document version Dateofissue Firmware version Note

IE-SNGT5(6)5xx03 {201208-31 1-5-3x Latest revision of manual far@d generatig
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1-57-1
IE-SNGT5(6)5xx07 |201607-18 1572
1-57-3
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| ntroducti on

Thischapt@rovidémsitformati@bout degi Before starting please read
this manual carefully.

The Web Sensor devices are designed for measurement of temperature, relative humidity
andcarbon dioxide concentrationaif without aggressive substandesasured quantities

are according device typevices with relative humidity measuremensitawone of

computed quantities: dew point temperature, absolute huspiedyic humiditymnixing

ratio and specific enthalfye mper at ur e u I€ontmsinicationentedate obr AF
Web Sensors is Ethernevice types:

Temperature Relative humidit CO, concentration Computed quantity
T5540 V
T5541 V
T5545 V
T6540 V \Y V V
T6541 V \Y V V
T6545 V \Y V V

Models marked TxxxxZ aceistomspecifieddevices. Description of these devices is not
included in this manual.

A multiple point C@ and temperature adjustment procedure leads to excellent CO
measurement accuracy over the entire temperature working range; this is a must for process
control and outdoor applications. The dual wavelength NDIRs@@ing procedure
compensates automalticédr ageing effects. The @@odule is highly resistant to pollution

and offers maintenance free operation and outstanding long term stability.

Measured values can be read in aSLOW mode
(current values without ava gi ng) . aSLOW moded has advarl
climate control because of filtering short time peaks. As an example exhaled air from an
employee passing the sensor could affect the climate control negatively with a short response
time because tlwntrol would trigger a change of the ventilation based on thHimene
measurement. On the contrary in aFAST mode
output valwue. This fact adds a noise of 1t
accuracy. Of principle measurement is the measured valueah€dtration depends on

the value of air pressuraltitude at the installation site. For this reason, it is suitable for
accurate measurement to set tite@dd of the installation site.

After power up of the device starts internal test. During this time (about 20s) LCD display
shows {---) instead of C&concentration valué/eb pages show n/a.
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General safety rules

The following summary is usedherigdatejury or damage the device.
To prevent injury, please follow instructions.

The device can be services only by a qualified pEngodevice contains no
A serviceable parts inside.

Dondbt wuse t he tdverkaorceetly. If yob thinktiat throe dexisensd
not working correctly, let check it by qualified service person

It& forbidden to use the device without the cover. Inside the device can be a dangerous
voltage and may be risketéctricshock.

Use onlytheappropriate powesupplyadapter according toanufacturespecificationand
approved according to relevant standavid&ke sure, that the adapter does not have
damaged cables or covers.

Connect the device only to netwpéektsapproved according to relevant standards.

Connect andisconnect the device propellpnd connect or disconnect Ethernet caible
the device is powered

The device may be installed only in prescribed areas. Never exp@gedierigher or
lower temperatures than is allowt device has not improveesistancéo moisture
Protect it from dripping or splashing waterdmdot use at areas with condensation.

Devices are not designed for locations with chemically aggressive environment. Temperature
and humidity sensors must not be exposed to clingtetct with water or other liquids. It is
not allowed to remove the sensor cover to avoid any mechanical damage of the sensors.

Dondt use device in potentially explosive
Dond stresghe devicenechanically.

Device description and important notice s

This chapter coniaioisnati@bout basic featigsthere amaportant
notices concermungctmnaafety

Measured values can be displayed on LCD display or can be read using an Ethernet
connection. The visual indication of G@oncentration is provided by thiedor LED.
The following formats are supported

1 Web pages

Current values in XML and JSON format
Modbus TCP protml

SNMPv1 protool

1
1
1
1 SOAP protaeol
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The device can also be used to check measured values and if trexdieatextievice
sends warning messagissible ways sgndingvarning messages:

1 Sending-enails up to 3-eail adresses
1 Sending SNMP traps up to 3 configurable IP addresses
1 Displaying the alarm status on web page

1 Sending messages to Syslog server

Thedevicesetup can be mabtlg the TSensor software web interfacel Sensor software
can be free downloadédm thema n u f a websiteLatesbfisnware can be obtained
from the technical suppoo not upload to your device firmware which is resighed
for it. Unsupported firmware can damage your device.

Device does not support powering over Ethernet cable fRaEsplitter must be used.
Compatible PoE splitter can be purchased as optimeakaries. Splitter must havé 12
output with approxnately 1W.

Reliability of warning messages deliveringailetrap sysloyy depends on

actual availability of necessary network sefliedevice should not be used

for critical applications, where malfunction could cause to injury or loss of

human life.For highly reliable systems, redundancy is essential. For more
information please see standard IEC 6 5@BEC 61511

Neverconnecthe device directly to the Internéit is necessary connect the
device to thénternet, properly configured firewall must be USezlvall can
be partially replacég the NAT.
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Getting started

Here qu can findformatiarecessary to put newly purchased equipment to
operatiohhisproceduseonly informative.

What is needed for operation

To install the unit you need to the following equipniBsitre installation check i&it
available

1 Web Sensor Tx5xx device

1 powersupplyadapte® - 30v/200mA

1 RJ49.AN connection with appropriate cable
1

free IP ddress in your network

Mounting the device

check if theequipmenfrom previous chaptésavailable

install the latest versiohTSensor softwar€his software is useddt device
settings

1 TSensor software can tree downloadedrom thema n u f a evébsite.e r 6 s
Software can be also pligd on CDDevice configuration can be made using
web interface. For web configuration is not TSesnor software necessary.

9 contact your network administrator to obtain follovitrigrmationfor the
connection to the netwark

IP addres:
Default giteway

DNS serer IP:
Subnet mask

1 checkif there is no IP ddress conflict when you connect the dewite
network forthefirst time.The device hasom factory set the IP dkessto
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192.168.1.2THhis adiress must be changed accordimgféomationfrom the
previousstep Whenyou installing several new devicesneonttem to the
network one after another.

connect the Ethernet connector
connect the power adap®r30V (e.g. 12V/200mA)

LEDs on LAN connector should blink after connecting the panegiLCD
start showing measured values.

Ethernet

Ethernet

«=[F
PoE
splitter @

\ J

@ L select 12Vdc

Device settings

1 run configuration software TSensor on your PC
9 switch to arEthernet communication interface

1 pressbuttonFind device...
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Communication Settings

Communication interface Device settings
" Servi ble SPO03
Fine anE IP address  [192.168.1.213
" Serial R5232
Find Device...
" Seral RS5485

+ 0K | ¥ Cancel ‘

1 the window shows all available devaog®urnetwork

Find device
| IP addiess MALC address | Firrnware | Device type Device description
| Q Search ‘ ! Help! My device wazn't found! | V‘ Select | x Cancel | |
| el Change IP

1 dlick to Change IPto set new attess according toetwork administrator
instructionslf your device is ndtsted then clickde | p ! My dtevi ce
found! Then follow the instructions. MAC address is on product label. The
device is factory set to 192.168.1.213

Change IP address

MAC address
| 168 . 1 . 47 00-80-43-93-51-0F

[~ DHCF
[~ SetIP address to ARP table only

v Changel X Cancel
|E

1 gateway may not be entered if you wanse the device only in local network.
If you set the same IPdrdss which is already used, the device will not work
properlyand there will be collisions on the netwtirkhe device detects a
cdlisionof IP adlress themebootis performed automatically.

i dfter changing IP adessdeviceis restarted and new IPdagks is assigned.
Restarbf thedevice takes about 10 seconds.

1 connect to device using TSensor software stk the measuredluesSet
the other parameters (alarm limits, SMTP serverSettir)gs are saved after
click onbuttonSave changes
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Checking functions

The last step is to check measured values de\tleewebsite. In the address béthe
web browser, enter tlaevicelP addresdf the default IP address wast changedthen
inserthttp://192.168.1.213

Displayed web page lists actual measured values. If frege®lare disablgdu can see
textAccess deniedin the case of measurement error alaxtr is shown instead value.

10
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Device setup

This chapter describes basic device configuration. There is a description of settir
using web interface.

Setup using web interface

Device can be setup using web interface or TSensor software. Web interfat@nzagete

by theweb browsemMain page will be showrhenyou insert device address into address
bar of your web browser. There you find actual measured values. Pageryijheipiss is
shown when you click to tile with actual waldecess to device setup is possible via tile
Settings

| Web Sensar x

« - C E|192.168.1.213-|

WEb Se nsor Time: 11:55:10 2013-04-02

s/n: 11963408
Temperature Relative humidity

-1.1°C 92.9%RH

alarm low larm high
min: min:
ax: max

Dew point CO2 level Mobile MinMax

1143ppm web |mem

alarm none
min: 732ppm
max: 1628ppm

Copyright © 2013, Comet system s.r.o. All rights reserved.

11
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General

Device name can be changed using [tewice name Measured values are stored into
memory accordingistory storage intervalfield. After changing of this interval all history
values will be cleared. Changes must be confirmg@plgysettings button.

raennmes . S€ttings General

General device settings. Device name can be changed to user specified name. History graphs and tables
General will be cleared after changing history storage interval.
General device settings

Device name Web Sensor
Network
Basi i f th twork interf; - - .
et oSS s History storage interval 1 Min -
Alarm limits
Configuration of the alarm limits
Apply settings Cancel changes

Measuring
Units, display settings, etc.

SOAP protocol
Setup SOAP protocol for database system

Email

Alarm emails configuration

Protocols
Syslog and ModbusTCP protocel settings

SNMP
SNMPv1 protocol and SNMP Traps

Time

Synchronization with NTP server

WWW and Security

Web server and Security configuration

MinMax memory
Timestamps, clear memory

Backup
Save or restore configuration

Maintenance
Factory defaults, info, atc.

12
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Network

Network parameters can be obtain automatically from DHCP server usin@bfation
an IP address automaticallyStatc IP address is configurable via fiEldddress It is
not necessary setyefault gatewaywhile you use device inside one subnet DN$.
server IPis required to set for proper function of DNXIption Standard subnet mask
sets network mask automatically according A, B or C netwo&ublass maskfield must
be set manuallwhen network with nestandard range is useeriodic restartinterval
enableso restart device after selected time since device start.

Snnnes Settings Network

Basic settings of the network interface. IP address can be set as either static or obtained automatically
General by the DHCP server. After saving the setting, device will be rebooted automatically. Before changing IP

Ere | e e address, please contact your network administrator.

Network Obtain an IP address automatically ]
Basic settings of the network interface

IP address 192.168.1.213
Alarm limits

Configuration of the alarm limits Default gateway 192.168.1.1
Measuring .
Ty der e i DNS server IP 192.168.1.1
SOAP protocol Standard subnet mask O
Satup SOAP protocol for database system
Subnet mask 255.255.255.0
Email
BB EE T S EE T IR Periodic restart interval Off v
Protocols
Syslog and MedbusTCP protocol settings Gy s T i

SNMP

SNMPv1 protocol and SNMP Traps

Time
Synchronization with NTP server

WWW and Security

Web server and Security configuration

MinMax memory

Timestamps, clear memory

Backup
Save or restore configuration

Maintenance
Factory defaults, info, etc.

13



IE-SNC -T5(6)5xx -08

Alarm limits

For each measurement channel is possibleufgpsetand lower limjtémedelay for alarm
activation and hysteresis for alarm clearing.

Bemnne S€ttings  Alarm limits

Configuration of the alarm limits. The safe range is between high and low limit. Alarm condition occurs
General while measured value is out of the safe range for selected time delay. Alarm is cleared if measured value
General device settings returns to safe range with hysteresis.

Temperature limits

Network Current value: 22.4 °C

Basic settings of the network interface

Alarm limits High limit [°C] Low limit [°C] Hysteresis [°C] Time delay [sec]
Configuration of the alarm limits 50.0 0.0 1.0 30

Measuring

Bt R e g Relative humidity limits
Current value: 52.2060RH

SOAP protocol
TEEE e Ty s EEReE High limit [%RH] Low limit [%RH] Hysteresis [%RH] Time delay [sec]
80.0 20.0 1.0 30

Email
Alarm emails configuration

Dew point limits
Protocols Current value: 12.1°C
Syslog and ModbusTCP protocol settings

e R, e )
SNMP High limit [°C] Low limit [°C] Hysteresis [°C] Time delay [sec]

SNMPwv1 protocol and SNMP Traps 50.0 0.0 1.0 30
Time .
Synchronization with NTP server CO2 level limits

Current value: 967ppm

WWW and Security

\Web server and Security configuration High limit [ppm] Low limit [ppm] Hysteresis [ppm] Time delay [sec]
1200 500 100 30
MinMax memory
Timestamps, clear memory
Apply settings Cancel changes

Backup

Save or restore configuration

Maintenance
Factory defaults, info, etc.

Example of setting the limit to the upper alarm limit:

temp limit high

hysteresis

—s== temp.

Time delay

—=== time

In Point 1 the temperature exceeded the limit. Enntime, the timdelay is counting.
Because at point 2 the temperature dropped below the limit value before the time delay
expired, alarm was not set.

In Point 3 the temperature has risen over limit again. During trdetapehe value does
not dropbelow the set limit, and therefore was in Point 4 caused alarm. At this moment were
sent emails, traps and set alarm flag on website, SNMP and Modbus.

14
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The alarm lasted up to Point 5, when the temperature dropped below the set hysteresis
(temperature limé hysteresis). At this moment was active alarm clearethaideh

When alarm occurs, alarm messages will be sent. In case of power failure or dewice reset
changing the configuration) will new alarm state evaluated and new alarm meseages will b
sen.

Measuring

Page contains settings of the measuring part of the device. Settings can be saved only if
jumper inside device is clodeéedlds in this page are shown according device type.

It is possible set visibility of measured values on deviceDisplay can be switched off.
Units of measured and compudghntitiesare selectable by fieldsmperature unitand
Computed value FieldPressure value for computed valuas required to set for proper
calculation of computed quantitdsde of CQconcentration measuring can be set by item
Average CQmeasuring modeda SL OW nBedhus® principle of @&bncentration
measurement depends on atmospheric prdafittalg, it is recommended for accurate
CO.measurement séttitude for CO, compensdion.

EBx?tctlo(mammEllll Settings Measu ring

Display
General ) Display can be configured to show required values, Itis recommended to switch off display when device
General device settings is used in temperature over 70°C.

&

Network LCD enabled

Basic settings of the network interface

]

Show Temperature
Alarm limits
Configuration of the alarm limits

]

Show Relative humidity

Measuring
Units, display settings, etc. Show Computed value

SOAP protocol Show CO3 concentration
Setup SOAP protocol for database system

o d

Email Units

Alarm emails configuration Devlc? mea.snres values according selected physical units. History graphs and tables will be cleared after
changing units.

Protocols i a

Syslog and ModbusTCP protocol settings Tem pe rature Unit c e
Computed value Dew point w

SNMP

SNMPv1 protocol and SNMP Traps

Other settings
Time Compensation of measured values and other settings. For more information read the user guide
Synchronization with NTP server carefully.

WWW and Security Pressure value for computed values 1000 [hPa]
Web server and Security configuration

CO3; RGB LED enabled
MinMax memory
Timestamps, clear memory o

Yellow LED limit 100 [ppm]

Backu )
Save or rpastora configuration Red LED limit 200 (ppm]
Maintenance Average CO» measuring mode
Factory defaults, info, etc.

Altitude for CO, compensation 0 [m]

Apply settings Cancel changes

Whole measuring range of 8g@ncentration (0 to 2000/210000ppm) can be divided into
three areas. Using thiamdor LED the transmitter indicates, in which of these areas the
measured value is. LED configuration is possible via¥fedldes LED limit and Red

LED limit .

15
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2000 ppm
(10000 ppm) O red
limits <~ | O yellow
O green

0+

SOAP protocol

SOAP protocol can be enabled by op&@AP protocol enabled Destination SOAP

server can be set B®OAP server addresd-or setup of server port can be used option

SOAP server port Device sends SOAP message dicgpiselecte@ending interval

Option Send SOAP messag&hen alarm occurssends message when an alarm on
channel occurs or alarm is cleared. These SOAP messages are sent asynchronously to
selected interval.

e Settings SOAP

Setup SOAP protocol for database system. Current measured values are sent as XML files. For more

General information please read the user guide for database system.
General device settings

SOAP protocol enabled
Network
Basi i f th twork interf:

|sic setiings of The network intertacs SOAP server address http:// mydag.com/soap
Alarm limits
e ] R Ry T SOAP server port 80
Sending interval 1 Min ~

Measuring
Units, display settings, etc.

Send SOAP message when alarm occurs
SOAP protocol
Setup SOAP protocol for database system
Apply settings Cancel changes

Email
Alarm emails configuration

Protocols
Syslog and ModbusTCP protocol settings

SNMP

SNMPv1 protocol and SNMP Traps

Time

Synchronization with NTP server

WWW and Security

Web server and Security configuration

MinMax memory

Timestamps, clear memory

Backup

Save or restore configuration

Maintenance
Factory defaults, info, etc.

16
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Email

Email sending enabledoption allowsemail featurest is necessary saddaess of the
SMTPserveinto SMTP server addresfield.Domainname for SMTP server can be used.
Default port of the SMTP server can be changed usin&MdiiR server port SMTP
authentication can be enabled uSKdP authentication option. When authentication is
enabledJsernameandPasswordmust be set.

For successfully email sending it is necessarfEms@rsender addressThis address is
usually same as username of the SMTP authentication. InRebghtst 1to Recipient
3itis possible set address of email recip@pt&n Short emailenable sending emails in
short format. This format is usable when you need to forwargieto&8MS message

When optiorAlarm email repeat sending intervails enabled and thasactive alarm on
channel, then emails with actual values are sent repedteéinail sending interval
option enables sending emails at selected time i@&WVdlistory file can be sent together
with the repeénhfo emais. This feature can be enabled Algrm and Info emails
attachmentoption.

It is possible to test email function using buftpply and test This buton save a new
settings and semdtesting email immediately.

Bbmnmee Settings Email

Configuration of the alarm emails. Device can send warning email when alarm on measured channel
General occurs. Email is also sent when alarm condition is cleared.

General device settings

Email sending enabled

Network
Basic settings of the network interface

SMTP server configuration
For proper email sending it is necessary to setup connection to your SMTP server. SMTP authentication

Alarm limits can be used if needed. For information about SMTP server settings please contact your network
Configuration of the alarm limits administrator or ISP.
Measuring SMTP server address smtp.example.com
Units, display settings, etc.

SMTP server port 25
SOAP protocol
Setup SOAP protocol for database system o

SMTP authentication
Email
Alarm emails configuration Username sensor@example.com
Protocols Password sssssesssses

Syslog and ModbusTCP protocol settings

SNMP Email configuration
Setup up to three address for email recipients. Sender address is usually the same as the username of
SNMPv1 protocol and SNMP Traps the SMTP authentication

Time Email sender address sensor@example.com
Synchronization with NTP server
i Recipient 1 admin@company.com
WWW and Security
Web server and Security configuration
Recipient 2 peter@gmail.com
MinMax memory
Timestamps, clear memory Recipient 3
Backup Short email O
Save or restore configuration
Alarm email repeat sending interval Off ~
Maintenance
Factory defaults, info, etc. i . )
Info email sending interval Off v
Alarm and Info emails attachment Off ~
Apply settings Apply and test Cancel changes

17
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Modbus a Syslog protocols

ModbusTCP and Syslpgotocol settings amonfigurable vianenuProtocols Modbus
server is enabled by default. Deactivation is possiMedbas server enabledption.
Modbus port can be changedMiadbus port field. Syslog protocol can be enabled using
item Syslog enabld. Syslog messages are sent to IP address of the Syslogfietver
Syslog server IP address

B mnmes S@ttings Protocols

ModbusTCP protocol

General . . Configuration of the ModbusTCP protocol. Current measured values can be read using ModbusTCP
General device settings protocol. Modbus registers are described inside the user manual.
Network Modbus server enabled

Basic settings of the network interface

. Modbus port 502
Alarm limits
Configuration of the alarm limits

Syslog protocol

Measuring Configuration of the Syslog protocol. Alarm messages can be sent to the Syslog server using UDP

Units, display settings, etc. protocal.
SOAP protocol Syslog enabled
Setup SOAP protocol for database system
Syslog server IP address 192.168.1.20

Email
Alarm emails configuration

Apply settings Cancel changes
Protocols
Syslog and ModbusTCP protocol settings

SNMP
SNMPv1 protocol and SNMP Traps

Time
Synchronization with NTP server

WWW and Security

Web server and Security configuration

MinMax memory
Timestamps, clear memory

Backup

Sawve or restore configuration

Maintenance
Factory defaults, info, etc.

18
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SNMP

For reading values via SNMP it is necessary to know pasSNME read community.
SNMP Trap can be delivered up to three IP addiBsaddress ofthe Trap recipient
SNMP Traps are sent at alarm or error state on the cHaapdeature can be enabled by
optionTrap enabled

Pramnmen S€ttiNgs SNMP

Configuration of the SNMPv1 protocol and SNMP Traps. Current measured values can be read using SNMP
General protocol. When alarm on channel occurs a warning message (Trap) can be sent to selectad IP addresses.

General device settings

SNMP read community public
Network )
Basic settings of the network interface Trap enabled
Alarm limits P
e e T IP address of the Trap recipient 1 192.168.1.20
Measuring IP address of the Trap recipient 2 192.168.0.5
Units, display settings, etc.

[P address of the Trap recipient 3 0.0.0.0
SOAP protocol
Setup SOAP protocol for database system
Apply settings Cancel changes

Email
Alarm emails configuration

Protocols
Syslog and ModbusTCP protocol sattings

SNMP
SNMPv1 protocal and SNMP Traps

Time

Synchronization with NTP server

WwWW and Security
Web server and Security configuration

MinMax memory
Timestamps, clear memory

Backup

Save or restore configuration

Maintenance
Factory defaults, info, etc.
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Time

Time synchronization with SNTP server can be enabladdgynchronization enabled
option.IP address of the SNT®necessary to set IBNTP server IP addresgtem.List
of free NTP servers is available at www.pool.ntp.ogirPtimeissynchronizedt UTC
format, and due tbenecessary set corresponding time offS8M offset [min]. Time is
synchronized every 24 hours by default. OpNfldhsynchronization every hourdecrease

this synchronization interval to one hour.

e S@ttiNngs Time

Time can be synchronized according the SNTP server. To correct time is necessary set GMT offset of your
General time zone. Time synchronisation is required for timestamps inside C5V files.

General device settings

Time synchronised with server
Network

Basic settings of the network interface

Time synchronization enabled

Alarm limits

Configuration of the alarm limits

SNTP server IP address

Measuring GMT offset [min]

Units, display settings, etc.
NTP synchronization every hour
SOAP protocol
Setup SOAP protocol for database system
Apply settings
Email

Alarm emails configuration

Protocols
Syslog and ModbusTCP protocol settings

SNMP
SNMPv1 protocol and SNMP Traps

Time
Synchronization with NTP server

WWW and Security

Web server and Security configuration

MinMax memory

Timestamps, clear memory

Backup

Save or restore configuration

Maintenance
Factory defaults, info, etc.

no
192.168.1.2
120

O

Cancel changes
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WWW and security

Security features can be enabled b$edherity enabledoption.When security is enabled

it is necessarto set administrator passwordis password will be required for device
settings. When secured access is required even to actual values reading it is possible to enable
User account only for viewingenabled Port of the www server can be changed from the

default value 80 using filWW port Web pages with actual values are refreshed according

to Web refresh intervafield.

Semannes Settings WWW and Security

Security
General . . Configuration of the secure access to the device. Administrator password must be inserted if security is
General device settings enabled. Administrator password is used for device configuration. User password is used only for
measurad values viewing.

Network
Basic settings of the network interface Security enabled
Alarm limits Administrator username admin
Configuration of the alarm limits

Administrator password ssses
Measuring
Units, display settings, etc. . L

Confirm Administrator password sesee
SOAP protocol -
Setup SOAP protocol for database system User account only for viewing enabled
Email User username user
Alarm emails configuration

User password sesee
Protocols
Syslog and ModbusTCP protocol settings .
Confirm User password ssses

SNMP

SNMPv1 protocal and SNMP Traps Web server

Configuration of the embedded web server. Web server can be disabled by TSensor software.

Time

Synchronization with NTP server Web server enabled
WWW and Security WWW port 80
Web server and Security configuration
. Web refresh interval 10 Sec ~
MinMax memory
Timestamps, clear memory
Apply settings Cancel changes

Backup

Save or restore configuration

Maintenance
Factory defaults, info, etc.

Memory for minimal and maximal values

Minimal and maximal measured values aredstoto the memory. This memory is
independent from values stored in history menobiyr). Memory for minimal and
maximal values is cleared in case of device restart or by the uselnregaesif device
time is synchronized with SNTP server, tangss for minimal and maximal values are
available.

Backup and restore configuration

Device configuration can be saved into file and restored if needed. Compatible parts of
configuration can be uploaded into another device type. Configuration can benlyjoved o
within devices at same family. It is not possible restore configuratichirfeovieéb Sensor

into htline Web Sesorand conversely.
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Setup using TSensor software

TSensor software is alternative to web configuration. Some less important pararesters
configurable only by the TSensor softwBBasnor software allows user adjustment of
measured values.

ParameteMTU size canreduce size of the Etherfietme. Lowering of this size can solve
some communication problems mainly with Cisco neimfcaktructure.
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Factory defaults

Factory defaultsfield set the device into factory configuration. Network parameters (IP
address, Subnet mask, GateviyS are left without changeSettings relating to
measurement are not restored by factory defaults.

Bename Settings Maintenance

Info

General Basic informations about device. Find more detailed information on the diagnostic page. Please send the
General device settings diagnostic file together with reguest to support.
Network Device type T6540
Basic settings of the network interface
. Serial number 16963997
Alarm limits
Configuration of the alarm limits
MAC address 00-80-A3-AF-14-18
Measuring . )
Units, display settings, etc. Firmware version 1‘5‘?‘4. 1244 [( 160
SOAP protocol Build firmware notice Jaguar
Setup SOAP protocol for database system
Device uptime 0 h, 37 min, 29 sec
Email
Alarm emails configuration : . .
Diagnostic file 192.168.1.120/diag.log
Protocols
Syslog and ModbusTCP protocol settings Restart

Device will be restarted after dialog confirmation. All history values are cleared after restart. Restarting
of the device will take a few seconds.

SNMP

SNMPvi protocol and SNMP Traps

Time Restart device

Synchronization with NTP server

WWW and Security Factory defaults

Web server and Security configuration Factory defaults button restores device to factory settings. Network parameters like a IP address,
subnet mask and gateway IP will not be changed.

MinMax memory
Timestamps, clear memory

Factory defaults

Backup

Save or restore configuration

Maintenance
Factory defaults, info, etc. ~

Network parameters are changed while you close jumper and push button inside device
during connecting power suppigctory parameters settings:

Parameter Default value

SMTP server address example.com
SMTP server port 25

Alarm email repeat sendinterval off

Info email repeat sending interval off

Alarm and Into emails attachment off

Short email off

E-mail recipients addresses cleared
E-mail sender sensor@ebsensor.net
SMTP authentication off

SMTP user/SMTP password cleared
E-mailsending enabled off

IP addresses SNMP traps recipients 0.0.0.0
Password for SNMP reading public
Sending SNMP Trap off
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Parameter Default value
Website refresh interval [sec] 10
Website enabled yes
Website port 80
Security off
Administrator password cleared
User password cleared
Modbus port 502
Modbusservetrenabled yes
History storage interval [sec] 60
SOAPserver port 80
SOAP serveaddress cleared
SOAP sending interval [sec] 60
SOAP message when alarm occurs yes
SOAP protocol enabled off
Syslog server @dress 0.0.0.0
Syslog protocol enabled off
SNTP server IP address 0.0.0.0
GMT offset [min] 0
NTP synchronization every hour off
SNTP synchronization enabled off
MTU 1400
Periodic restart interval off
Demo mode off
Temperature High limit 50

Low limit 0

Hysteresis 1

Time delay [sec] 30
Relative humidity High limit 80

Low limit 20

Hysteresis 1

Time delay [sec] 30
Computed quantity High limit 50

Low limit 0

Hysteresis 1

Time delay [sec] 30
CO;concentration High limit 10000

Low limit 70®

Hysteresis 100

Time delay [sec] 30
Device name Web Sensor
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Communi cation protocol s

Shortintroduction to communication protocols of theseledose To
communication protavetessaoftware, which can use theTpistocol.
software is not inclaoiedtailed description of protocols and application notes
please contact your distributor

Website

The device supports displaying of measured Jakiesy graphs and configuraticing

web browsemHistory graphs are based on HTML5 canvas. Web browser must support this
feature for proper function of grapkgefox, Opera, Chrome or Internet Expldrécan

be used.If the device has IP addred92.168.1.213ype into your browser
http://192.168.1.213 Using TSensor softwace web interfaceean be set automatic
webpags refresinterval The default value is@ Actual measured values can be obtained
using XML filevalues.xmland JSON filealues.json

Values from history can be exported in CSV foHhsttry storage intervadn be set using
TSensor softwar web interfacélistory is erased after every relmbtte device. Reboot
of the device iperformedwhen the power supply is disconnected aad after
configuration change

SMTP 0 sending e -mails

When measured values are over the set limits, the device allowsaktadaemaximum

of 3 addressels:-mail is send when alarm condition on the channel is cleared or a measuring
error occurdt is possible to set repeat interval for email semdingorrect sending of e

mails it imecessaryp set address of SMTP sermmainaddress can be used as SMTP
server addresso. For proper function of DNS is required to set DNS server IP addres
SMTP authentication is suppored SSUSTARTTLSnot. Standard SMTP port 25 is used

by defaultSMTP prt can be change@ontact your network administrator to obtain
configuration parameters of your SMTP seienail sent by the devi@annotbe
answered.
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SNMP

Using SNMP protocol you can read actnebsured values, alarm statnd alarm
parameter¥/ia SNMP protocat also possible to get la&¥dmeasured values from history
table.Writing via SNMP protocol is not supportédis suppord SNMPv1 protocol
versiononly. SNMP usedJDP port 161 OID keys description can be found in the MIB
table, which can be obtained frdavicewebsiteor from your distributarThe password
for reading is factory setgablic. The changecan be radeusing TSensor software or web
interfaceOID keys:

0]]p) Description Type
.1.3.6.1.4.1.22626.1.2.1

.1.3.6.1.4.1.22626.1.21.1 Actual measured temperature String
1.3.6.1.4.1.22626.1.2(1..2 Actual measured relative humidity String
1.3.6.1.4.1.22626.1.20..3 Actual measured computed quantity String
1.3.6.1.4.1.22626.1.20.4 Actual measured G@oncentration String
.1.3.6.1.4.1.22626.1.2(..5 Temperature alarm state ("none", "hig String
.1.3.6.1.4.1.22626.1.2(..6 Relative humidity alarm state String
.1.3.6.1.4.1.22626.1.2QA..7 Computed quantity alarm state String
1.3.6.1.4.1.22626.1.21..8 CO;concentration alarm state String
1.3.6.1.4.1.22626.1.20..9 Temperature unit String
1.3.6.1.4.1.22626.1.2.010 Relative humidity unit String
.1.3.6.1.4.1.22626.1.2.011 Computed quantity unit String
.1.3.6.1.4.1.22626.1.2.012 COconcentration unit String
.1.3.6.1.4.1.22626.1.2.013 Min. temperature memory String
.1.3.6.1.4.1.22626.1.2.D14 Min. relative humidity memory String
.1.3.6.1.4.1.22626.1.2.015 Min. computed value memory String
.1.3.6.1.4.1.22626.1.2.016 Min. CQ,concentration memory String
.1.3.6.1.4.1.22626.1.2.D17 Max. temperature memory String
.1.3.6.1.4.1.22626.1.2.018 Max. relative humidity memory String
.1.3.6.1.4.1.22626.1.2.019 Max. computed value memory String
.1.3.6.1.4.1.22626.1.2.020 Max. CQconcentration memory String
.1.3.6.1.4.1.22626.1.2.2

1.3.6.1.4.1.22626.1.2@2.1 Device name String
.1.3.6.1.4.1.22626.1.2(2.2 Device serial number String
.1.3.6.1.4.1.22626.1.2(2.3 Device type String
.1.3.6.1.4.1.22626.1.2.3

1.3.6.1.4.1.22626.1.2(8.1 Actual measured temperature Int*10
.1.3.6.1.4.1.22626.1.2(8.2 Actual measured relativemidity Int*10
.1.3.6.1.4.1.22626.1.2(8.3 Actual measured computed quantity Int*10
.1.3.6.1.4.1.22626.1.2(B.4 Actual measured G@oncentration Integer
.1.3.6.1.4.1.22626.1.2(B.5 Temperature alarmdi@one, Bhigh, Blow) Integer
.1.3.6.1.4.1.22626.1.2(B.6 Relative humidity alarm state Integer
.1.3.6.1.4.1.22626.1.2(8.7 Computed quantity alarm state Integer
.1.3.6.1.4.1.22626.1.2(8.8 COzconcentration alarm state Integer
.1.3.6.1.4.1.22626.1.2.4

1.3.6.1.4.1.22626.1.201.1 Temperature low limit Int*10
1.3.6.1.4.1.22626.1.201.2 Temperature high limit Int*10
1.3.6.1.4.1.22626.1.201.3 Relative humidity low limit Int*10
.1.3.6.1.4.1.22626.1.201.4 Relative humidity high limit Int*10
.1.3.6.1.4.1.22626.1.201.5 Computed quantity low limit Int*10
.1.3.6.1.4.1.22626.1.201.6 Computed quantity high limit Int*10
1.3.6.1.4.1.22626.1.201.7 Temperature timdelay Integer
.1.3.6.1.4.1.22626.1.201.8 Relative humidity tirgelay Integer
.1.3.6.1.4.1.22626.1.201.9 Computed quantity tirgelay Integer
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OIb Description Type
.1.3.6.1.4.1.22626.1.2.4.10 Temperature hysteresis Int*10
.1.3.6.1.4.1.22626.1.2.411 Relative humidity hysteresis Int*10
.1.3.6.1.4.1.22626.1.2.812 Computed quantity hysteresis Int*10
.1.3.6.1.4.1.22626.1.2.4013 COzconcentration low limit Integer
1.3.6.1.4.1.22626.1.2.014 COzconcentration high limit Integer
1.3.6.1.4.1.22626.1.2.015 COzconcentration timdelay Integer
1.3.6.1.4.1.22626.1.2.016 COzconcentration hygiesis Integer
.1.3.6.1.4.1.22626.1.5.5.1.0 SNMP Trap String
.1.3.6.1.4.1.22626.1.5.6.1.1.1.nr Temperature history values Int*10
.1.3.6.1.4.1.22626.1.5.6.1.1.2.nr Relative humidity history values Int*10
.1.3.6.1.4.1.22626.1.5.6.1.1.3.nr Computedquantity history values Int*10
.1.3.6.1.4.1.22626.1.5.6.1.1.4.nr COyconcentration history values Integer

When alarnoccurreda warning messages (trap) can be sent to selected IP addresses.
Addresses can be set using TSensor softwareb interfacelraps are sent vielDP
protocol onport 162 The device can send following traps:

Trap Description

0/0 Reset of the device

6/0 Testing Trap

6/1 NTP synchronization error

6/2 SMTP server login error

6/3 SMTP authentication error

6/4 E-mail sending errofSome error occurred during SMTP communication
6/5 TCP connection to server cannot be opened
6/6 DNS error

6/7 SOAP file not found inside web memory

6/8 SOAP message DNS error or Host error

6/9 sending error TCP connection to server cannobpened
6/10 Wrong response code frathe SOAPserver
6/1106/14 Upper alarm on channel

6/21 6 6/24 Lower alarm on channel

6/3106/34 Clearing alarm on channel

6/41 0 6/44 Measuring error
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Modbus TCP

Device supports Modbus protocol for communication with SCADA systems. Device use
Modbus TCP protocol.CP portis set tdo02by defaultPortcan be changed using TSensor
softwareor web interfaceOnly two Modbus clients can be connected to device at one
momentModbus device addrg&mit Identifier)can bearbitraryModbus write command

is not supportedspecification and descriptioithe Modbus protocol fsee to download

on: www.modbus.org.

SupportedModbuscommandgfunctions:

Command Code Description

Read Holding Regist&) 0x03 Readl b register(s)

Modbus device registers. Address could be by 1 higher, depending on type used
communication library:

Address [DEC] ‘ Address [HEX] Value Type
49 0x0031 Measured temperature Int*10
50 0x0032 Measured relative humidity Int*10
51 0x0033 Measured computed quantity Int*10
52 0x0034 Measured Cé&xoncentration Integer
53 0x0035 Dew point temperature Int*10
54 0x0036 Absolute humidity Int*10
55 0x0037 Specific humidity Int*10
56 0x0038 Mixingration Int*10
57 0x0039 Specific enthalpy Int*10
4149 0x1035 Serial number high BCD
4150 0x1036 Serial number low BCD
4151 Ox1@B7 Device type HEX
20481 0x5001 Temperature low limit Int*10
20482 0x5002 Temperature high limit Int*10
20483 0x5003 Relative humidity low limit Int*10
20484 0x5004 Relative humidity high limit Int*10
20485 0x5005 Computed quantity low limit Int*10
20486 0x5006 Computed quantity high limit Int*10
20487 0x5007 Temperature hysteresis Int*10
20488 0x5008 Temperaturéme-delay DEC
20489 0x5009 Relative humidity hysteresis Int*10
20490 0x500A Relative humidity tirrgelay DEC
20491 0x500B Computed quantity hysteresis Int*10
20492 0x500C Computed quantity tirrdelay DEC
20493 0x500D Temperature alarm state String
20494 0x500E Relative humidity alarm state String
20495 0x500F Computed quantity alarm state String
20496 0x5010 CO,concentration low limit Integer
20497 0x5011 CO,concentration high limit Integer
20498 0x5012 COsconcentration hysteresis Integer
20499 0x5013 COsconcentration alarm state String
20500 0x5014 CO;concentration timdelay DEC
20501 0x5015 Min. temperature memory Int*10
20502 0x5016 Max. temperature memory Int*10
20503 0x5017 Min. relative humidity memory Int*10
20504 0x5018 Max.relative humidity memory Int*10
20505 0x5019 Min. computed value memory Int*10
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Address [DEC] ‘ Address [HEX] Value Type
20506 0x501A Max. computed value memory Int*10
20507 0x501B Min. CQ;concentration memory Int*X
20508 0x501C Max. CQconcentration memory Int*X
Type
DEC register is inanged d 4500 (16bit)
BCD register is in BCD format (16bit)
HEX number in HEX format (16bit)
String two characters in one 16bit register:
no o no alarm
hi o value is lower than set limit
lo d value is higher than set limit
Int*10 registeis in format integer*1®(16 bit)
( 125 = lefrar 5 9999;0r9999)
Integer register is in ran@ 10000 (16bit):

(1050=1050ppm; error-9998 0r9999)

SOAP

The device allows you to send currently measured vai@aRial. protocol.Thedevice
sendsvalues in XML formato the web serveithe advantage of this protocol is that
communication is initialized by the deside Due to it is not necessary use port forwarding.
If the SOAP messagannotbe delivered, warning message via SNMP Trap or Syslog
protocol is sent. The filavith the XSD schemacan be downloaded from:
http://cometsystem.cz/schemasiapTx5x€02xsd SOAP message example:
<?xml version="1.0" encoding="utf -8"7>
<soap:Envelope xmins:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance”
xmins:xsd="http://www.w3.0rg/2001/XMLSchema">
<soap:Body>
<InsertTx5xxCO2Sample xmlns="http://cometsystem.cz/schemas/soapTx5xxC0O2.xsd">
<passKey>13960932</passKey>
<device>415 8</device>
<temp>1.4</temp>
<rel[Hum>91.9</rel[Hum>
<compQuant>0.3</compQuant>
<c02>1050 </co2>
<alarms>hi,no,no,no</alarms>
<levl>0</levl>
<lev2>1</lev2>
<lev3>0</lev3>
<compType>Dew point</compType>
<tempU>C</tempU>

<timer>60</timer>
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</InsertTx5xxCO2Sample>

</soap:Body>

</soap:Envelope >

Element Description

<passKey> Contains the device serial number (an eight digit number).

<device> Device type identification number (code):
Device Code[DEC]
T5540 4155
T6540 418
T5541 4161
T6541 4164
T5545 4191
T6545 4194

<temp> Contains the value of temperat{@@lecimal part of number is separated by
Error on channel isignaledy 9999or -9999

<rel[Hum> Contains the value of relative humidityor value9999or -9999

<compQuant> Containghe value of computed quantiyror value9999r -9999

<co2> Contains the value 6fO, concentrationError value:9999or -9998

<alarms> State of alarm on temperature, relative humidity, computed quantiBO4
concentratiochannel. Formatim,rh,cq,co2where:
tm & temperature alarmh & relative humidity alarmmg 8 computed quantity alaf
€020 CO;, concentratiomlarm
and alarm valuaso d no alarm owalue is not supporteld, 6 high alarmio & low|
alarm.

<levl> CO, concentration LED green

<lev2> CO, concentration LED yellow

<lev3> CO; concentration LED red

<compType> Computed quantity typeAbsolute humidity, Specific humidity, Mixing
proportion, Specific enthalpy Dew point or n/a.

<tempU> Temperature and dew point unit. Val@e3t e mp e r a t Fldtemperatre
AF.

<timer> SOAP sending interval [sec].
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Syslog

The device allows sendiagtmessage to selected Syslog sememts are send usid®P
protocol onport 514 Syslog protocol implantation is according to RFC5424 and RFC5426.
Events when Syslog messages are send

Text Event

Sensor fw 1-5-7.x Reset of the device

NTP synchronization error NTP synchronization error
Testing message Test Syslog message
Emaillogin error E-mail sending error

Email auth error
Email some error
Email socket error
Email dns error
SOAP file not found SOAP message sending error
SOAP host error
SOAP sock error
SOAP delivery error
SOAP dns error
Text XXXX is setaccording channel type: Temperature, Relative humiitypoint, Absolute humid,
Specific humidity, Mixing proportion, Specific enth@ipy, level

High alarm XXXX Upper alarm on channel
Low alarmXXXX Lower alarm on channel
Clearing XXX alarm Clearing alarm on channel
Error XXXX Measuring error

SNTP

The device allows time synchronization with NTP (SNTP) s&iNMP protocol version
3.0 is supported (RFC1309)me synchronization ismade every 24hours. Time
synchronization every hour can be enabtadiime synchronization it is necessary set IP
address to the SNTP senvers also possibeet GMToffsetfor correct time zond.ime

is used irgraphsand history CSV fileBlaximum jitter between twione synchronization

is 90sec at 24 hours interval.

Software development kit

Device provides on own web pages documentation and examples of usage $Bocols.
files are available at library page (Abailirary).

SDK File Note

snmp.zip DescriptonoS NMP Ol Déds and SNMP Traps, MI B
modbus.zip |Modbus registers numbezgample of get values from the device by Python script.

xml.zip Description of file values.xml, examples of values.xml file, XSD schematic, Pythor
json.zip Descriptiorof values.json file, example of values.jsofrfitaon example.
soap.zip Description of SOAP XML format, example of SOAP messages, XSD schematic,

of get SOAP values at .net, PHP and Python.
syslog.zip Description of syslog protocol, simgyslog server in Python.
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Troubl eshooti ng

The chapter dessthe common problelegieathWeb Sensor am@xx
methods hovixtohese problems. Rdadsthis chapter before you will call
technical support.

| forgot the  device IP address

IP addess is factory set 1®2.168.1.218 you had charegl it and forgot new IP address,
run the TSensor software and pFesd device...In the window are dispkayall available
devices.

| cannot connect to the device

In search win  dow is only IP and MAC address displayed

Other details are markedf A. This problem occurs if IP address of the device is set to
another network

Select the windolind devicein TSensor software and préssnge IP addressFollow
the software instructions. To assign IP address automatically using DHCP server, set the
device IP address®d0.0.0

Device IP address is not displayed in window Find device

In TSensor softwaraenupresdHelp! My device was not foundin windowind device
Follow the software instructions. MAC address of the device can be found on product label.

The device is not fou nd even after manually setting MAC
address

This problem occurs especially in cases whendtdréss of the device belotmganother
network and also Subnet maslcateway are incorrect.

In this case is DHCP serwethe network necessdryTSensor software menu pridsép!
My device was not foundin windowFind device As new IP address €££0.0.0Fadllow
the softwarenstructionsAn alternatig is to reset device to factdsfaults using factery
defauls button
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| forgot the password for setup

Please reset device to factory defaults. Procedure is described at following point.

Factory defaults

This procedure restodevice to factory settings including network parameters (IP address,
Subnet mask, etcSettings relating to measurement are not restored by factory Befaults.
factorydefaults follow these steps:

T

il
)l
T
)l

disconnect the power supply

unscrew upper cover of ttevice case

close the jumpenside device

press button inside device and power on device at same time

keep the button pressed for 10 sec

of o]
o

_-jumper
button

o]] O

M close the device

Display is off

Check if power supply is connected. Disconnect power connector and connect connector
agaim watch the display at the moment of connecting the gbalet.CD segments light
for 1 second and go out again, the display is turned off by software.
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Device error states

Device still make se#sts. If error occurred, DCshows error codes:

Error

Error O

LCD display
Err0

Description

Internal memory CRC error. In this state device doesn't work. This is
error, contact the distributor.

Error 1

Errl

Measuredalueor computed quantifgxpect C@concentrationjs over th
upper limit. Error code 9999. This state appears in case of:

Measured temperature is higher than approximeiely 0 &
high nommeasurable resistance of temperature sensor, p
open circuit)
Relative humidity is higher than 100%RH (i.e. damaged h
sensor or humidity calculation is not possible due to temp
error)

Unable to calculate computed quantitmperature or humid
measurement error)

Error 2

Err2

Measured or computed quantity is under lower limit or is erfo®.
concentratiomeasuring. Error cod8999. This state appears in case

Measured temperature is lower than approxim&telyO Ae
resistance is too small, probably short circuit)

Relative humidity is lover than 0%RE. damaged humidity se
or humidity calculation is not possible due to temperature er|
CO, concentration measuring error

Unable to calculate compaitquantity (temperature or humi
measurement error)

Error 3

Err3

Internal A/D converter error. Error cod8999.In this state device doe
work.Contact the distributor.

Error 4

Err4

InternalCO, sensor error. Error cod8999. Irthis state device not mea
CO; concentrationContact the distributor.
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Techni cal speci

Informati@bout technical specifications of the device.

Dimensions

Web Sensor T5540:

89 mm 40 mmT

78,5 mm

73 mm

@43 mm /

Web Sensor T5541:

40 mm

73 mm

(93 mm)

@43 mm,/
e

150 mm

#18,5 mm

82 mm
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